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Distributed systems Principles

A distributed system consists of a collection of autonomous computers, connected

through a network and distribution middleware, which enables computers to coordinate their
activities and to share the resources of the system, so that users perceive the system as a single,
integrated computing facility.

Centralised System Characteristics

One component with non-autonomous parts
Component shared by users all the time

All resources accessible

Software runs in a single process

Single Point of control

Single Point of failure

Distributed System Characteristics

Multiple autonomous components

Components are not shared by all users

Resources may not be accessible

Software runs in concurrent processes on different processors
Multiple Points of control

Multiple Points of failure
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Common Characteristics

Certain common characteristics can be used to assess distributed systems

Resource Sharing
Openness
Concurrency
Scalability

Fault Tolerance
Transparency

Resource Sharing

e Ability to use any hardware, software or data anywhere in the system.
e Resource manager controls access, provides naming scheme and controls concurrency.
e Resource sharing model (e.g. client/server or object-based) describing how

Openness

Concurrency

resources are provided,
they are used and
provider and user interact with each other.

Openness is concerned with extensions and improvements of distributed systems.
Detailed interfaces of components need to be published.

New components have to be integrated with existing components.

Differences in data representation of interface types on different processors (of
different vendors) have to be resolved.

Components in distributed systems are executed in concurrent processes.

Components access and update shared resources (e.g. variables, databases, device
drivers).
Integrity of the system may be violated if concurrent updates are not coordinated.
o Lost updates
o Inconsistent analysis

Scalability
e Adaption of distributed systems to
« accomodate more users
 respond faster (this is the hard one)
CS2056-Distributed System Page 4
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e Usually done by adding more and/or faster processors.
e Components should not need to be changed when scale of a system increases.

e Design components to be scalable

Fault Tolerance
Hardware, software and networks fail!

e Distributed systems must maintain availability even at low levels of
hardware/software/network reliability.
e Fault tolerance is achieved by

s recovery
« redundancy

Transparency

Distributed systems should be perceived by users and application programmers as a whole rather
than as a collection of cooperating components.

« Transparency has different dimensions that were identified by ANSA.
» These represent various properties that distributed systems should have.

Scalability Performance Failure
Transparency Transparency Transparency
—_— T —;
Migration Replication Concurrency
Transparency Trans%arency Transparency
Access Location
Transparency Transparency

Access Transparency

Enables local and remote information objects to be accessed using identical operations.

« Example: File system operations in NFS.
» Example: Navigation in the Web.
« Example: SQL Queries
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Location Transparency
Enables information objects to be accessed without knowledge of their location.

« Example: File system operations in NFS
» Example: Pages in the Web
« Example: Tables in distributed databases

Concurrency Transparency

Enables several processes to operate concurrently using shared information objects without
interference between them.

« Example: NFS

» Example: Automatic teller machine network
« Example: Database management system

Replication Transparency

Enables multiple instances of information objects to be used to increase reliability and
performance without knowledge of the replicas by users or application programs

» Example: Distributed DBMS
« Example: Mirroring Web Pages.

Failure Transparency
» Enables the concealment of faults
« Allows users and applications to complete their tasks despite the failure of other
components.
« Example: Database Management System

Migration Transparency

Allows the movement of information objects within a system without affecting the operations of
users or application programs

« Example: NFS
» Example: Web Pages

Performance Transparency
Allows the system to be reconfigured to improve performance as loads vary.

« Example: Distributed make.

Scaling Transparency
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Allows the system and applications to expand in scale without change to the system structure or

the application algortithms.

« Example: World-Wide-Web
» Example: Distributed Database

Distributed Systems: Hardware Concepts
» Multiprocessors
« Multicomputers

Networks of Computers

Multiprocessors and Multicomputers
Distinguishing features:

» Private versus shared memory
» Bus versus switched interconnection

Shared memory

Private memory

Networks of Computers
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High degree of node heterogeneity:
» High-performance parallel systems (multiprocessors as well as multicomputers)

» High-end PCs and workstations (servers)

»  Simple network computers (offer users only network access)
*  Mobile computers (palmtops, laptops)

»  Multimedia workstations

High degree of network heterogeneity:
» Local-area gigabit networks

»  Wireless connections
» Long-haul, high-latency connections
»  Wide-area switched megabit connections

Distributed Systems: Software Concepts
Distributed operating system
_ Network operating system

_ Middleware

System Description Main goal

DOS Tightly-coupled OS for Hide and manage
multiprocessors and hardware
homogeneous resources
multicomputers

NOS Loosely-coupled OS for Offer local services
heterogeneous to remote clients
multicomputers (LAN and
WAN)

Middle- Additional layer atop of Provide distribution

ware NOS implementing transparency
general-purpose services

Distributed Operating System

Some characteristics:

_0OS on each computer knows about the other computers

_ OS on different computers generally the same

_ Services are generally (transparently) distributed across computers
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Machine A Machine B Machine C
11 |

Distributed applications

Distributed operating system services

Kernel Kernel Kernel

Network

Network Operating System
Some characteristics:
_ Each computer has its own operating system with networking facilities
_ Computers work independently (i.e., they may even have different operating systems)
_ Services are tied to individual nodes (ftp, telnet, WWW)
_ Highly file oriented (basically, processors share only files)
Machine A Machine B Machine C

Distributed applications

Network OS Network OS Network OS
services services services
Kernel Kernel Kernel

MNetwork

Distributed System (Middleware)

Some characteristics:

_ OS on each computer need not know about the other computers

_ OS on different computers need not generally be the same

_ Services are generally (transparently) distributed across computers
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Machine A Machine B Machine C

Distributed applications

Middleware services

Network OS Network OS5 Network OS
services services services
Kernel Kernel Kernel

MNetwork

Need for Middleware

Motivation: Too many networked applications were

hard or difficult to integrate:

_ Departments are running different NOSs

_ Integration and interoperability only at level of primitive NOS services

_ Need for federated information systems:

— Combining different databases, but providing a single view to applications

— Setting up enterprise-wide Internet services, making use of existing information systems

— Allow transactions across different databases

— Allow extensibility for future services (e.g., mobility, teleworking, collaborative applications)
_ Constraint: use the existing operating systems, and treat them as the underlying environment
(they provided the basic functionality anyway)

Communication services: Abandon primitive socket based message passing in favor of:
_ Procedure calls across networks

_ Remote-object method invocation

_ Message-queuing systems

_Advanced communication streams

_ Event notification service

Information system services: Services that help manage data in a distributed system:
_ Large-scale, system wide naming services

_ Advanced directory services (search engines)

_ Location services for tracking mobile objects

_ Persistent storage facilities

_ Data caching and replication

Control services: Services giving applications control over when, where, and how they access
data:
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_ Distributed transaction processing
_ Code migration

Security services: Services for secure processing and communication:

_ Authentication and authorization services
_ Simple encryption services
_Auditing service

Comparison of DOS, NOS, and Middleware

Item Distributed OS Network Middle-

multiproc. multicomp. | OS ware DS

1 Very High High Low High

2 | Yes Yes No No

3 1 N N N

4 | Shared Messages Files Model
memory specific

5 Global, Global, Per node Per node
central distributed

6 No Moderately | Yes Varies

7 | Closed Closed Open Open
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Networks of computers are everywhere. The Internet is one, as are the many networks of which
it is composed. Mobile phone networks, corporate networks, factory networks, campus networks,
home networks, in-car networks — all of these, both separately and in combination, share the
essential characteristics that make them relevant subjects for study under the heading distributed
systems.

Distributed systems has the following significant consequences:

Concurrency: In a network of computers, concurrent program execution is the norm. I can do my
work on my computer while you do your work on yours, sharing resources such as web pages or
files when necessary. The capacity of the system to handle shared resources can be increased by
adding more resources (for example. computers) to the network. We will describe ways in which
this extra capacity can be usefully deployed at many points in this book. The coordination of
concurrently executing programs that share resources is also an important and recurring topic.

No global clock: When programs need to cooperate they coordinate their actions by exchanging
messages. Close coordination often depends on a shared idea of the time at which the programs’
actions occur. But it turns out that there are limits to the accuracy with which the computers in a
network can synchronize their clocks — there is no single global notion of the correct time. This
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is a direct consequence of the fact that the only communication is by sending messages through a
network.

Independent failures: All computer systems can fail, and it is the responsibility of system
designers to plan for the consequences of possible failures. Distributed systems can fail in new
ways. Faults in the network result in the isolation of the computers that are connected to it, but
that doesn’t mean that they stop running. In fact, the programs

on them may not be able to detect whether the network has failed or has become unusually slow.
Similarly, the failure of a computer, or the unexpected termination of a program somewhere in
the system (a crash), is not immediately made known to the other components with which it
communicates. Each component of the system can fail independently, leaving the others still
running.

Examples of distributed systems
Distributed systems are undergoing a period of significant change and this can be traced back to
a number of influential trends:

e the emergence of pervasive networking technology;

e the emergence of ubiquitous computing coupled with the desire to support user mobility
in distributed systems;

e the increasing demand for multimedia services;

e the view of distributed systems as a utility.

Internet

The modern Internet is a vast interconnected collection of computer networks of many different
types, with the range of types increasing all the time and now including, for example, a wide
range of wireless communication technologies such as WiFi, WiMAX, Bluetooth and third-
generation mobile phone networks. The net result is that networking has become a pervasive
resource and devices can be connected (if desired) at any time and in any place.

A typical portion of the Internet
a a
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The Internet is also a very large distributed system. It enables users, wherever they are, to make
use of services such as the World Wide Web, email and file transfer. (Indeed, the Web is
sometimes incorrectly equated with the Internet.) The set of services is open-ended — it can be
extended by the addition of server computers and new types of service. The figure shows a
collection of intranets — subnetworks operated by companies and other organizations and
typically protected by firewalls. The role of a firewall is to protect an intranet by preventing
unauthorized messages from leaving or entering. A firewall is implemented by filtering incoming
and outgoing messages. Filtering might be done by source or destination, or a firewall might
allow only those messages related

to email and web access to pass into or out of the intranet that it protects. Internet Service
Providers (ISPs) are companies that provide broadband links and other types of connection to
individual users and small organizations, enabling them to access services anywhere in the
Internet as well as providing local services such as email and web

hosting. The intranets are linked together by backbones. A backbone is a network link with a
high transmission capacity, employing satellite connections, fibre optic cables and other high-
bandwidth circuits

Date Computer:s Web servers
1979, Dec. 188 0
1989, July 130,000 (0]
1999, July 56,218,000 5,560,866
2003, Jan. 171,638,297 35,424,956

Computers vs. Web servers in the Internet

Date Computers Web servers Percentage
1993, July 1,776,000 130 0.008
1995, July 6,642,000 23,500 0.4
1997, July 19,540,000 1,203,096 6
1999, July 56,218,000 6,598,697 12

2001, July 125,888,197 31,299,592 25
42,298,371
Intranet

— A portion of the Internet that is separately administered and has a boundary that
can be configured to enforce local security policies

— Composed of several LANs linked by backbone connections

— Be connected to the Internet via a router

A typical intranet
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Main issues in the design of components for the use in intranet
» File services
« Firewall
» The cost of software installation and support

Mobile and ubiquitous computing
Technological advances in device miniaturization and wireless networking have led increasingly
to the integration of small and portable computing devices into distributed systems. These
devices include:

e Laptop computers.

e Handheld devices, including mobile phones, smart phones, GPS-enabled devices, pagers,
personal digital assistants (PDAS), video cameras and digital cameras.

e Wearable devices, such as smart watches with functionality similar to a PDA.

e Devices embedded in appliances such as washing machines, hi-fi systems, cars and
refrigerators.

The portability of many of these devices, together with their ability to connect conveniently to
networks in different places, makes mobile computing possible. Mobile computing is the
performance of computing tasks while the user is on the move, or visiting places other than their
usual environment. In mobile computing, users who are away from their ‘home’ intranet (the
intranet at work, or their residence) are still provided with access to resources via the devices
they carry with them. They can continue to access the Internet; they can continue to access
resources in their home intranet; and there is increasing provision for users to utilize resources
such as printers or even sales points that are conveniently nearby as they move around. The latter
is also known as location-aware or context-aware computing. Mobility introduces a number of
challenges for distributed systems, including the need to deal with variable connectivity and
indeed disconnection, and the need to maintain operation in the face of device mobility.
Portable and handheld devices in a distributed system
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Ubiquitous computing is the harnessing of many small, cheap computational devices that are

present in users’ physical environments, including the home, office and even natural settings.
The term ‘ubiquitous’ is intended to suggest that small computing devices will eventually
become so pervasive in everyday objects that they are scarcely noticed. That is, their
computational behaviour will be transparently and intimately tied up with their physical function.

The presence of computers everywhere only becomes useful when they can communicate with
one another. For example, it may be convenient for users to control their washing machine or
their entertainment system from their phone or a ‘universal remote control’ device in the home.
Equally, the washing machine could notify the user via a smart badge or phone when the
washing is done.

Ubiquitous and mobile computing overlap, since the mobile user can in principle benefit from
computers that are everywhere. But they are distinct, in general. Ubiquitous computing could
benefit users while they remain in a single environment such as the home or a hospital. Similarly,
mobile computing has advantages even if it involves only conventional, discrete computers and
devices such as laptops and printers.

CS2056-Distributed System Page 18
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Resource sharing

 Is the primary motivation of distributed computing
* Resources types
— Hardware, e.g. printer, scanner, camera
— Data, e.g. file, database, web page
— More specific functionality, e.g. search engine, file
» Service
— manage a collection of related resources and present their functionalities to users
and applications
« Server
— a process on networked computer that accepts requests from processes on other
computers to perform a service and responds appropriately
* Client
— the requesting process
* Remote invocation

A complete interaction between client and server, from the point when the client sends its
request to when it receives the server’s response

« Motivation of WWW
— Documents sharing between physicists of CERN
— Web is an open system: it can be extended and implemented in new ways without
disturbing its existing functionality.
— Its operation is based on communication standards and document standards
— Respect to the types of ‘resource’ that can be published and shared on it.
» HyperText Markup Language
— A language for specifying the contents and layout of pages

CS2056-Distributed System Page 21
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« Uniform Resource Locators
— ldentify documents and other resources
» Aclient-server architecture with HTTP
— By with browsers and other clients fetch documents and other resources from web
servers

HTML

<IMG SRC = http://www.cdk3.net/WebExample/lmages/earth.jpg>
\<I\|I:::l‘come to Earth! Visitors may also be interested in taking a look at
t<hA‘.aHREF = “http://www.cdk3.net/WebExample/moon.html>Moon</A>.
(<e|:;29tera)

® HTML text is stored in a file of a web server.
® A browser retrieves the contents of this file from a web server.

-The browser interprets the HTML text
-The server can infer the content type from the filename extension.
URL
® HTTP URLSs are the most widely used
® An HTTP URL has two main jobs to do:
- To identify which web server maintains the resource
- To identify which of the resources at that server

Web servers and web browsers

http:/le.pku.cn/cgi-bin/allsearch?word=distributed+system

e.pku.cn
O.\ 0
Web servers Browsers
www.cdk3.net O——-— Internet —O
http:/iwww.cdk3.net/
www.w3c.org O""_'_ \o
File system of . a / I . http:/iwww.w3c.org/Protocols/Activity.html
www.w3c.org . * yocols
L Actvitghtml

HTTP URLs
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» http://servername[:port]//pathNameOnServer][?arguments]

. eg.

http://www.cdk3.net/
http://www.w3c.org/Protocols/Activity.html
http://e.pku.cn/cgi-bin/allsearch?word=distributed+system

www.cdk3.net
www.w3c.org

Server DNS name Pathname on server Arguments
(default) (none)
Protocols/Activity.html (none)
cgi-bin/allsearch word=distributed-+system

e.pku.cn

¢ Publish a resource remains unwieldy

HTTP

» Defines the ways in which browsers and any other types of client interact with web

Servers

(RFC2616)

» Main features

Request-replay interaction

Content types. The strings that denote the type of content are called MIME
(RFC2045,2046)

One resource per request. HTTP version 1.0

Simple access control

More features-services and dynamic pages

» Dynamic content

Common Gateway Interface: a program that web servers run to generate content
for their clients

« Downloaded code

JavaScript
Applet

Discussion of Web

Dangling: a resource is deleted or moved, but links to it may still remain

Find information easily: e.g. Resource Description Framework which standardize
the format of metadata about web resources

Exchange information easily: e.g. XML — a self describing language

Scalability: heavy load on popular web servers

More applets or many images in pages increase in the download time

The main challenges in distributed system:

Heterogeneity

CS2056-Distributed System Page 23
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The Internet enables users to access services and run applications over a heterogeneous
collection of computers and networks. Heterogeneity (that is, variety and difference) applies to
all of the following:

e networks;

e computer hardware;

e Operating systems;

e programming languages;

e implementations by different developers

Although the Internet consists of many different sorts of network, their differences are masked
by the fact that all of the computers attached to them use the Internet protocols to communicate
with one another. For example, a computer attached to an Ethernet has an implementation of the
Internet protocols over the Ethernet, whereas a computer on a different sort of network will need
an implementation of the Internet protocols for that network.

Data types such as integers may be represented in different ways on different sorts of hardware —
for example, there are two alternatives for the byte ordering of integers. These differences in
representation must be dealt with if messages are to be exchanged between programs running on
different hardware. Although the operating systems of all computers on the Internet need to
include an implementation of the Internet protocols, they do not necessarily all provide the same
application programming interface to these protocols. For example, the calls for exchanging
messages in UNIX are different from the calls in Windows.

Different programming languages use different representations for characters and data structures
such as arrays and records. These differences must be addressed if programs written in different
languages are to be able to communicate with one another. Programs written by different
developers cannot communicate with one another

unless they use common standards, for example, for network communication and the
representation of primitive data items and data structures in messages. For this to happen,
standards need to be agreed and adopted — as have the Internet protocols.

Middleware * The term middleware applies to a software layer that provides a programming
abstraction as well as masking the heterogeneity of the underlying networks, hardware, operating
systems and programming languages. The Common Object Request Broker (CORBA), is an
example. Some middleware, such as Java Remote Method Invocation (RMI), supports only a
single programming language. Most middleware is implemented over the Internet protocols,
which themselves mask the differences of the underlying networks, but all middleware deals
with the differences in operating systems and hardware.

Heterogeneity and mobile code ¢ The term mobile code is used to refer to program code that
can be transferred from one computer to another and run at the destination — Java applets are an
example. Code suitable for running on one computer is not necessarily suitable for running on
another because executable programs are normally specific both to the instruction set and to the
host operating system.

The virtual machine approach provides a way of making code executable on a variety of host
computers: the compiler for a particular language generates code for a virtual machine instead of

CS2056-Distributed System Page 24
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a particular hardware order code. For example, the Java compiler produces code for a Java
virtual machine, which executes it by interpretation.

The Java virtual machine needs to be implemented once for each type of computer to enable Java
programs to run.

Today, the most commonly used form of mobile code is the inclusion Javascript programs in
some web pages loaded into client browsers.

Openness

The openness of a computer system is the characteristic that determines whether the system can
be extended and reimplemented in various ways. The openness of distributed systems is
determined primarily by the degree to which new resource-sharing services can be added and be
made available for use by a variety of client programs.

Openness cannot be achieved unless the specification and documentation of the key software
interfaces of the components of a system are made available to software developers. In a word,
the key interfaces are published. This process is akin to the standardization of interfaces, but it
often bypasses official standardization procedures,

which are usually cumbersome and slow-moving. However, the publication of interfaces is only
the starting point for adding and extending services in a distributed system. The challenge to
designers is to tackle the complexity of distributed systems consisting of many components
engineered by different people. The designers of the Internet protocols introduced a series of
documents called ‘Requests For Comments’, or RFCs, each of which is known by a number. The
specifications of the Internet communication protocols were published in this series in the early
1980s, followed by specifications for applications that run over them, such as file transfer, email
and telnet by the mid-1980s.

Systems that are designed to support resource sharing in this way are termed open distributed
systems to emphasize the fact that they are extensible. They may be extended at the hardware
level by the addition of computers to the network and at the software level by the introduction of
new services and the reimplementation of old ones, enabling

application programs to share resources.

To summarize:

* Open systems are characterized by the fact that their key interfaces are published.

* Open distributed systems are based on the provision of a uniform communication mechanism
and published interfaces for access to shared resources.

* Open distributed systems can be constructed from heterogeneous hardware and software,
possibly from different vendors. But the conformance of each component to the published
standard must be carefully tested and verified if the system is to work correctly.

Security

Many of the information resources that are made available and maintained in distributed systems
have a high intrinsic value to their users. Their security is therefore of considerable importance.
Security for information resources has three components: confidentiality (protection against
disclosure to unauthorized individuals), integrity
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(protection against alteration or corruption), and availability (protection against interference with
the means to access the resources).

In a distributed system, clients send requests to access data managed by servers, which involves
sending information in messages over a network. For example:

1. A doctor might request access to hospital patient data or send additions to that data.

2. In electronic commerce and banking, users send their credit card numbers across the Internet.

In both examples, the challenge is to send sensitive information in a message over a network in a
secure manner. But security is not just a matter of concealing the contents of messages — it also
involves knowing for sure the identity of the user or other agent on whose behalf a message was
sent.

However, the following two security challenges have not yet been fully met:

Denial of service attacks: Another security problem is that a user may wish to disrupt a service
for some reason. This can be achieved by bombarding the service with such a large number of
pointless requests that the serious users are unable to use it. This is called a denial of service
attack. There have been several denial of service attacks on well-known web services. Currently
such attacks are countered by attempting to catch and punish the perpetrators after the event, but
that is not a general solution to the problem.

Security of mobile code: Mobile code needs to be handled with care. Consider someone who
receives an executable program as an electronic mail attachment: the possible effects of running
the program are unpredictable; for example, it may seem to display an interesting picture but in
reality it may access local resources, or perhaps be part of a denial of service attack.

Scalability

Distributed systems operate effectively and efficiently at many different scales, ranging from a
small intranet to the Internet. A system is described as scalable if it will remain effective when
there is a significant increase in the number of resources and the number of users. The number of
computers and servers in the Internet has increased dramatically. Figure 1.6 shows the increasing
number of computers and web servers during the 12-year history of the Web up to 2005
[zakon.org]. It is interesting to note the significant growth in both computers and web servers in
this period, but also that the relative percentage is flattening out — a trend that is explained by the
growth of fixed and mobile personal computing. One web server may also increasingly be hosted
on multiple computers.

The design of scalable distributed systems presents the following challenges:

Controlling the cost of physical resources: As the demand for a resource grows, it should be
possible to extend the system, at reasonable cost, to meet it. For example, the frequency with
which files are accessed in an intranet is likely to grow as the number of users and computers
increases. It must be possible to add server computers to avoid the performance bottleneck that
would arise if a single file server had to handle all file access requests. In general, for a system
with n users to be scalable, the quantity of physical resources required to support them should be
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at most O(n) — that is, proportional to n. For example, if a single file server can support 20 users,
then two such servers should be able to support 40 users.

Controlling the performance loss: Consider the management of a set of data whose size is
proportional to the number of users or resources in the system — for example, the table with the
correspondence between the domain names of computers and their Internet addresses held by the
Domain Name System, which is used mainly to look

up DNS names such as www.amazon.com. Algorithms that use hierarchic structures scale better
than those that use linear structures. But even with hierarchic structures an increase in size will
result in some loss in performance: the time taken to access hierarchically structured data is
O(log n), where n is the size of the set of data. For a

system to be scalable, the maximum performance loss should be no worse than this.

Preventing software resources running out: An example of lack of scalability is shown by the
numbers used as Internet (IP) addresses (computer addresses in the Internet). In the late 1970s, it
was decided to use 32 bits for this purpose, but as will be explained in Chapter 3, the supply of
available Internet addresses is running out. For this reason, a new version of the protocol with
128-bit Internet addresses is being adopted, and this will require modifications to many software
components.

Growth of the Internet (computers and web servers)

Date Computers Web servers Percentage
1993, July 1,776,000 130 0.008
1995, July 6,642,000 23,500 0.4
1997, July 19,540,000 1,203,096 6
1999, July 56,218,000 6,398,697 12
2001, July 125,888,197 31,299,592 25
2003, July ~200,000,000 42298371 21
2005, July 353.284.187 67,571,581 19

Avoiding performance bottlenecks: In general, algorithms should be decentralized to avoid
having performance bottlenecks. We illustrate this point with reference to the predecessor of the
Domain Name System, in which the name table was kept in a single master file that could be
downloaded to any computers that needed it. That was

fine when there were only a few hundred computers in the Internet, but it soon became a serious
performance and administrative bottleneck.

Failure handling

Computer systems sometimes fail. When faults occur in hardware or software, programs may
produce incorrect results or may stop before they have completed the intended computation.
Failures in a distributed system are partial — that is, some components fail while others continue
to function. Therefore the handling of failures is particularly difficult.

Detecting failures: Some failures can be detected. For example, checksums can be used to detect
corrupted data in a message or a file. It is difficult or even impossible to detect some other
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failures, such as a remote crashed server in the Internet. The challenge is to manage in the
presence of failures that cannot be detected but may be suspected.

Masking failures: Some failures that have been detected can be hidden or made less severe. Two
examples of hiding failures:

1. Messages can be retransmitted when they fail to arrive.

2. File data can be written to a pair of disks so that if one is corrupted, the other may still be
correct.

Tolerating failures: Most of the services in the Internet do exhibit failures — it would not be
practical for them to attempt to detect and hide all of the failures that might occur in such a large
network with so many components. Their clients can be designed to tolerate failures, which
generally involves the users tolerating them as well. For example, when a web browser cannot
contact a web server, it does not make the user wait for ever while it keeps on trying — it informs
the user about the problem, leaving them free to try again later. Services that tolerate failures are
discussed in the paragraph on redundancy below.

Recovery from failures: Recovery involves the design of software so that the state of permanent
data can be recovered or ‘rolled back’ after a server has crashed. In general, the computations
performed by some programs will be incomplete when a fault occurs, and the permanent data
that they update (files and other material stored

in permanent storage) may not be in a consistent state.

Redundancy: Services can be made to tolerate failures by the use of redundant components.
Consider the following examples:

1. There should always be at least two different routes between any two routers in the Internet.

2. In the Domain Name System, every name table is replicated in at least two different servers.

3. A database may be replicated in several servers to ensure that the data remains accessible after
the failure of any single server; the servers can be designed to detect faults in their peers; when a
fault is detected in one server, clients are redirected to the remaining servers.

Concurrency

Both services and applications provide resources that can be shared by clients in a distributed
system. There is therefore a possibility that several clients will attempt to access a shared
resource at the same time. For example, a data structure that records bids for an auction may be
accessed very frequently when it gets close to the deadline time. The process that manages a
shared resource could take one client request at a time. But that approach limits throughput.
Therefore services and applications generally allow multiple client requests to be processed
concurrently. To make this more concrete, suppose that each resource is encapsulated as an
object and that invocations are executed in concurrent threads. In this case it is possible that
several threads may be executing concurrently within an object, in which case their operations on
the object may conflict with one another and produce inconsistent results.

Transparency

Transparency is defined as the concealment from the user and the application programmer of the
separation of components in a distributed system, so that the system is perceived as a whole
rather than as a collection of independent components. The implications of transparency are a
major influence on the design of the system software.
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Access transparency enables local and remote resources to be accessed using identical
operations.

Location transparency enables resources to be accessed without knowledge of their physical or
network location (for example, which building or IP address).

Concurrency transparency enables several processes to operate concurrently using shared
resources without interference between them.

Replication transparency enables multiple instances of resources to be used to increase reliability
and performance without knowledge of the replicas by users or application programmers.

Failure transparency enables the concealment of faults, allowing users and application programs
to complete their tasks despite the failure of hardware or software components.

Mobility transparency allows the movement of resources and clients within a system without
affecting the operation of users or programs.

Performance transparency allows the system to be reconfigured to improve performance as
loads vary.

Scaling transparency allows the system and applications to expand in scale without change to the
system structure or the application algorithms.

Quality of service

Once users are provided with the functionality that they require of a service, such as the file
service in a distributed system, we can go on to ask about the quality of the service provided. The
main nonfunctional properties of systems that affect the quality of the service experienced by
clients and users are reliability, security and performance.
Adaptability to meet changing system configurations and resource availability has been
recognized as a further important aspect of service quality.

Some applications, including multimedia applications, handle time-critical data — streams of data
that are required to be processed or transferred from one process to another at a fixed rate. For
example, a movie service might consist of a client program that is retrieving a film from a video
server and presenting it on the user’s screen. For a satisfactory result the successive frames of
video need to be displayed to the user within some specified time limits.

In fact, the abbreviation QoS has effectively been commandeered to refer to the ability of
systems to meet such deadlines. Its achievement depends upon the availability of the necessary
computing and network resources at the appropriate times. This implies a requirement for the
system to provide guaranteed computing and communication resources that are sufficient to
enable applications to complete each task on time (for example, the task of displaying a frame of
video).
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Systems that are intended for use in real-world environments should be designed to function
correctly in the widest possible range of circumstances and in the face of many possible
difficulties and threats .

Each type of model is intended to provide an abstract, simplified but consistent description of a
relevant aspect of distributed system design:
Physical models are the most explicit way in which to describe a system; they capture the
hardware composition of a system in terms of the computers (and other devices, such as mobile
phones) and their interconnecting networks.

Architectural models describe a system in terms of the computational and communication tasks
performed by its computational elements; the computational elements being individual
computers or aggregates of them supported by appropriate network interconnections.

Fundamental models take an abstract perspective in order to examine individual aspects of a
distributed system. The fundamental models that examine three important aspects of distributed
systems: interaction models, which consider the structure and sequencing of the communication
between the elements of the system; failure models, which consider the ways in which a system
may fail to operate correctly and; security models, which consider how the system is protected
against attempts to interfere with its correct operation or to steal its data.
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Architectural models

The architecture of a system is its structure in terms of separately specified components and their
interrelationships. The overall goal is to ensure that the structure will meet present and likely
future demands on it. Major concerns are to make the system reliable, manageable, adaptable and
cost-effective. The architectural design of a building has similar aspects — it determines not only
its appearance but also its general structure and architectural style (gothic, neo-classical, modern)
and provides a consistent frame of reference for the design.

Software layers

The concept of layering is a familiar one and is closely related to abstraction. In a layered
approach, a complex system is partitioned into a number of layers, with a given layer making use
of the services offered by the layer below. A given layer therefore offers a software abstraction,
with higher layers being unaware of implementation details, or indeed of any other layers
beneath them.

In terms of distributed systems, this equates to a vertical organization of services into service
layers. A distributed service can be provided by one or more server processes, interacting with
each other and with client processes in order to maintain a consistent system-wide view of the
service’s resources. For example, a network time service is implemented on the Internet based on
the Network Time Protocol (NTP) by server processes running on hosts throughout the Internet
that supply the current time to any client that requests it and adjust their version of the current
time as a result of interactions with each other. Given the complexity of distributed systems, it is
often helpful to organize such services into layers. the important terms platform and
middleware, which define as follows:

The important terms platform and middleware, which is defined as follows:

A platform for distributed systems and applications consists of the lowest-level hardware and
software layers. These low-level layers provide services to the layers above them, which are
implemented independently in each computer, bringing the system’s programming interface up
to a level that facilitates communication and coordination between processes. Intel
x86/Windows, Intel x86/Solaris, Intel x86/Mac OS X, Intel x86/Linux and ARM/Symbian are
major examples.

Applications, services

Middleware

Operating system

Platform

Computer and network hardware
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System architectures

Client-server: This is the architecture that is most often cited when distributed systems are
discussed. It is historically the most important and remains the most widely employed. Figure 2.3
illustrates the simple structure in which processes take on the roles of being clients or servers. In
particular, client processes interact with individual server processes in potentially separate host
computers in order to access the shared resources that they manage.

Servers may in turn be clients of other servers, as the figure indicates. For example, a web server
is often a client of a local file server that manages the files in which the web pages are stored.
Web servers and most other Internet services are clients of the DNS service, which translates
Internet domain names to network addresses.

Clients invoke individual servers

result ‘ result

o

Key:
Process: O Computer:

Another web-related example concerns search engines, which enable users to look up summaries
of information available on web pages at sites throughout the Internet. These summaries are
made by programs called web crawlers, which run in the background at a search engine site
using HTTP requests to access web servers throughout the Internet. Thus a search engine is both
a server and a client: it responds to queries from browser clients and it runs web crawlers that act
as clients of other web servers. In this example, the server tasks (responding to user queries) and
the crawler tasks (making requests to other web servers) are entirely independent; there is little
need to synchronize them and they may run concurrently. In fact, a typical search engine would
normally include many

concurrent threads of execution, some serving its clients and others running web crawlers. In
Exercise 2.5, the reader is invited to consider the only synchronization issue that does arise for a
concurrent search engine of the type outlined here.

Peer-to-peer: In this architecture all of the processes involved in a task or activity play similar
roles, interacting cooperatively as peers without any distinction between client and server
processes or the computers on which they run. In practical terms, all participating processes run
the same program and offer the same set of interfaces to each

other. While the client-server model offers a direct and relatively simple approach to the sharing
of data and other resources, it scales poorly. The centralization of service provision and
management implied by placing a service at a single address does not scale well beyond the
capacity of the computer that hosts the service and the bandwidth

of its network connections.
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A distributed application based on peer processes
Peer2
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A number of placement strategies have evolved in response to this problem, but none of them
addresses the fundamental issue — the need to distribute shared resources much more widely in
order to share the computing and communication loads incurred in accessing them amongst a
much larger number of computers and network links. The key insight that led to the development
of peer-to-peer systems is that the network and computing resources owned by the users of a
service could also be put to use to support that service. This has the useful consequence that the
resources available to run the service grow with the number of users.
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Models of systems share some fundamental properties. In particular, all of them are composed of
processes that communicate with one another by sending messages over a computer network. All
of the models share the design requirements of achieving the performance and reliability
characteristics of processes and networks and ensuring the security of the resources in the
system.

About their characteristics and the failures and security risks they might exhibit. In general, such
a fundamental model should contain only the essential ingredients that need to consider in order
to understand and reason about some aspects of a system’s behaviour. The purpose of such a
model is:

» To make explicit all the relevant assumptions about the systems we are modelling.

» To make generalizations concerning what is possible or impossible, given those assumptions.
The generalizations may take the form of general-purpose algorithms or desirable properties that
are guaranteed. The guarantees are

dependent on logical analysis and, where appropriate, mathematical proof.

The aspects of distributed systems that we wish to capture in our fundamental models are
intended to help us to discuss and reason about:

Interaction: Computation occurs within processes; the processes interact by passing messages,
resulting in communication (information flow) and coordination (synchronization and ordering
of activities) between processes. In the analysis and design of distributed systems we are
concerned especially with these interactions. The interaction model must reflect the facts that
communication takes place with delays that are often of considerable duration, and that the
accuracy with which independent processes can be coordinated is limited by these delays and by
the difficulty of maintaining the same notion of time across all the computers in a distributed
system.

Failure: The correct operation of a distributed system is threatened whenever a fault occurs in
any of the computers on which it runs (including software faults) or in the network that connects
them. Our model defines and classifies the faults. This provides a basis for the analysis of their
potential effects and for the design of systems that are able to tolerate faults of each type while
continuing to run correctly.

Security: The modular nature of distributed systems and their openness exposes them to attack by
both external and internal agents. Our security model defines and classifies the forms that such
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attacks may take, providing a basis for the analysis of threats to a system and for the design of
systems that are able to resist them.

Interaction model

Fundamentally distributed systems are composed of many processes, interacting in complex
ways. For example:

e Multiple server processes may cooperate with one another to provide a service; the
examples mentioned above were the Domain Name System, which partitions and
replicates its data at servers throughout the Internet, and Sun’s Network Information
Service, which keeps replicated copies of password files at several servers in a local area
network.

e A set of peer processes may cooperate with one another to achieve a common goal: for
example, a voice conferencing system that distributes streams of audio data in a similar
manner, but with strict real-time constraints.

Most programmers will be familiar with the concept of an algorithm — a sequence of

steps to be taken in order to perform a desired computation. Simple programs are controlled by
algorithms in which the steps are strictly sequential. The behaviour of the program and the state
of the program’s variables is determined by them. Such a program is executed as a single
process. Distributed systems composed of multiple processes such as those outlined above are
more complex. Their behaviour and state can be described by a distributed algorithm — a
definition of the steps to be taken by each of the processes of which the system is composed,
including the transmission of messages between them. Messages are transmitted between
processes to transfer information between them and to coordinate their activity.

Two significant factors affecting interacting processes in a distributed system:
« Communication performance is often a limiting characteristic.
* It is impossible to maintain a single global notion of time.

Performance of communication channels ¢ The communication channels in our model are
realized in a variety of ways in distributed systems — for example, by an implementation of
streams or by simple message passing over a computer network. Communication over a
computer network has the following performance characteristics relating to latency, bandwidth
and jitter:

The delay between the start of a message’s transmission from one process and the beginning of
its receipt by another is referred to as latency. The latency includes:

— The time taken for the first of a string of bits transmitted through a network to reach its
destination. For example, the latency for the transmission of a message through a satellite link is
the time for a radio signal to travel to the satellite and back.
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— The delay in accessing the network, which increases significantly when the network is heavily
loaded. For example, for Ethernet transmission the sending station waits for the network to be
free of traffic.

— The time taken by the operating system communication services at both the sending and the
receiving processes, which varies according to the current load on the operating systems.

e The bandwidth of a computer network is the total amount of information that can be
transmitted over it in a given time. When a large number of communication channels are using
the same network, they have to share the available bandwidth.

« Jitter is the variation in the time taken to deliver a series of messages. Jitter is relevant to
multimedia data. For example, if consecutive samples of audio data are played with differing
time intervals, the sound will be badly distorted.

Computer clocks and timing events ¢ Each computer in a distributed system has its own
internal clock, which can be used by local processes to obtain the value of the current time.
Therefore two processes running on different computers can each associate timestamps with their
events. However, even if the two processes read their clocks at the same time, their local clocks
may supply different time values. This is because computer clocks drift from perfect time and,
more importantly, their drift rates differ from one another. The term clock drift rate refers to the
rate at which a computer clock deviates from a perfect reference clock. Even if the clocks on all
the computers in a distributed system are set to the same time initially, their clocks will
eventually vary quite significantly unless corrections are applied.

Two variants of the interaction model ¢ In a distributed system it is hard to set limits on the
time that can be taken for process execution, message delivery or clock drift. Two opposing
extreme positions provide a pair of simple models — the first has a strong assumption of time and
the second makes no assumptions about time:

Synchronous distributed systems: Hadzilacos and Toueg define a synchronous distributed system
to be one in which the following bounds are defined:

* The time to execute each step of a process has known lower and upper bounds.

 Each message transmitted over a channel is received within a known bounded time.

* Each process has a local clock whose drift rate from real time has a known bound.

Asynchronous distributed systems: Many distributed systems, such as the Internet, are very
useful without being able to qualify as synchronous systems. Therefore we need an alternative
model. An asynchronous distributed system is one in which there are no bounds on:

 Process execution speeds — for example, one process step may take only a picosecond and
another a century; all that can be said is that each step may take an arbitrarily long time.

» Message transmission delays — for example, one message from process A to process B may be
delivered in negligible time and another may take several years. In other words, a message may
be received after an arbitrarily long time.

» Clock drift rates — again, the drift rate of a clock is arbitrary.
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Event ordering ¢ In many cases, we are interested in knowing whether an event (sending or
receiving a message) at one process occurred before, after or concurrently with another event at
another process. The execution of a system can be described in terms of events and their ordering
despite the lack of accurate clocks. For example, consider the following set of exchanges
between a group of email users, X, Y, Z and A, on a mailing list:

1. User X sends a message with the subject Meeting.
2. Users Y and Z reply by sending a message with the subject Re: Meeting.

In real time, X’s message is sent first, and Y reads it and replies; Z then reads both X’s

message and Y’s reply and sends another reply, which references both X’s and Y’s

messages. But due to the independent delays in message delivery, the messages may be delivered
as shown in the following figure and some users may view these two messages in the wrong
order.
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Failure model

In a distributed system both processes and communication channels may fail — that is, they may
depart from what is considered to be correct or desirable behaviour. The failure model defines
the ways in which failure may occur in order to provide an understanding of the effects of
failures. Hadzilacos and Toueg provide a taxonomy that distinguishes between the failures of
processes and communication channels. These are presented under the headings omission
failures, arbitrary failures and timing failures.

Omission failures ¢ The faults classified as omission failures refer to cases when a process or
communication channel fails to perform actions that it is supposed to do.

Process omission failures: The chief omission failure of a process is to crash. When, say that a
process has crashed we mean that it has halted and will not execute any further steps of its
program ever. The design of services that can survive in the presence of faults can be simplified
if it can be assumed that the services on which they depend crash cleanly — that is, their
processes either function correctly or else stop. Other processes may be able to detect such a
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crash by the fact that the process repeatedly fails to respond to invocation messages. However,
this method of crash detection relies on the use of timeouts — that is, a method in which one
process allows a fixed period of time for

something to occur. In an asynchronous system a timeout can indicate only that a process is not
responding — it may have crashed or may be slow, or the messages may not have arrived.

Communication omission failures: Consider the communication primitives send and receive. A
process p performs a send by inserting the message m in its outgoing message buffer. The
communication channel transports m to g’s incoming message buffer. Process q performs a
receive by taking m from its incoming message buffer and delivering it. The outgoing and
incoming message buffers are typically provided by the operating system.

process process q

receive

4

A= =
\ /

Communication channel

Outgoing message huffer Incoming message huffer

Arbitrary failures ¢ The term arbitrary or Byzantine failure is used to describe the worst
possible failure semantics, in which any type of error may occur. For example, a process may set
wrong values in its data items, or it may return a wrong value in response to an invocation.

An arbitrary failure of a process is one in which it arbitrarily omits intended processing steps or
takes unintended processing steps. Arbitrary failures in processes cannot be detected by seeing
whether the process responds to invocations, because it might arbitrarily omit to reply.

Communication channels can suffer from arbitrary failures; for example, message contents may
be corrupted, nonexistent messages may be delivered or real messages may be delivered more
than once. Arbitrary failures of communication channels are rare because the communication
software is able to recognize them and reject the faulty

messages. For example, checksums are used to detect corrupted messages, and message
sequence numbers can be used to detect nonexistent and duplicated messages.
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Class of failure Affects Description

Fail-stop Process Process halts and remains halted. Other processes may
detect this state.

Crash Process Process halts and remains halted. Other processes may
not be able to detect this state.

Omission Channel A message inserted in an outgoing message buffer never

arrives at the other end’s incoming message buffer.
Send-omission Process A process completageadbut the message is not put
in its outgoing message buffer.
Receive-omissiBrocess A message is put in a process'’s incoming message
buffer, but that process does not receive it.
Arbitrary Process dfrocess/channel exhibits arbitrary behaviour: it may
(Byzantine)  channel send/transmit arbitrary messages at arbitrary times,
commit omissions; a process may stop or take an
incorrect step.

Timing failures ¢ Timing failures are applicable in synchronous distributed systems where time
limits are set on process execution time, message delivery time and clock drift rate. Timing
failures are listed in the following figure. Any one of these failures may result in responses being
unavailable to clients within a specified time interval.

In an asynchronous distributed system, an overloaded server may respond too slowly, but we
cannot say that it has a timing failure since no guarantee has been offered. Real-time operating
systems are designed with a view to providing timing guarantees, but they are more complex to
design and may require redundant hardware.

Most general-purpose operating systems such as UNIX do not have to meet real-time constraints.

Masking failures ¢ Each component in a distributed system is generally constructed from a
collection of other components. It is possible to construct reliable services from components that
exhibit failures. For example, multiple servers that hold replicas of data can continue to provide a
service when one of them crashes. A knowledge of the failure characteristics of a component can
enable a new service to be designed to mask the failure of the components on which it depends.
A service masks a failure either by hiding it altogether or by converting it into a more acceptable
type of failure. For an example of the latter, checksums are used to mask corrupted messages,
effectively converting an arbitrary failure into an omission failure. The omission failures can be
hidden by using a protocol that retransmits messages that do not arrive at their destination. Even
process crashes may be masked, by replacing the process and restoring its memory from
information stored on disk by its predecessor.

Class of Failure Affects Description

Clock Process Process’s local clock exceeds the bounds on its
rate of drift from real time.

Performance Process Process exceeds the bounds on the interval
between two steps.

Performance Channel A message’s transmission takes longer than the

stated bound.

Reliability of one-to-one communication ¢ Although a basic communication channel can
exhibit the omission failures described above, it is possible to use it to build a communication
service that masks some of those failures.
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The term reliable communication is defined in terms of validity and integrity as follows:

Validity: Any message in the outgoing message buffer is eventually delivered to the incoming
message buffer.
Integrity: The message received is identical to one sent, and no messages are delivered twice.

The threats to integrity come from two independent sources:
* Any protocol that retransmits messages but does not reject a message that arrives twice.
Protocols can attach sequence numbers to messages so as to detect those that are delivered twice.

» Malicious users that may inject spurious messages, replay old messages or tamper with
messages. Security measures can be taken to maintain the integrity property in the face of such
attacks.

Security model

The sharing of resources as a motivating factor for distributed systems, and in Section 2.3 we
described their architecture in terms of processes, potentially encapsulating higher-level
abstractions such as objects, components or services, and providing access to them through
interactions with other processes. That architectural model provides the basis for our security
model:

the security of a distributed system can be achieved by securing the processes and the channels
used for their interactions and by protecting the objects that they encapsulate against
unauthorized access.

Protection is described in terms of objects, although the concepts apply equally well to resources
of all types

Protecting objects :

Server that manages a collection of objects on behalf of some users. The users can run client
programs that send invocations to the server to perform operations on the objects. The server
carries out the operation specified in each invocation and sends the result to the client.

Obijects are intended to be used in different ways by different users. For example, some objects
may hold a user’s private data, such as their mailbox, and other objects may hold shared data
such as web pages. To support this, access rights specify who is allowed to perform the
operations of an object — for example, who is allowed to read or to write its state.

Access rights Object
invocation

@,
result

Principal (user) Network Principal (server)

Securing processes and their interactions ¢ Processes interact by sending messages. The
messages are exposed to attack because the network and the communication service that they use
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are open, to enable any pair of processes to interact. Servers and peer processes expose their
interfaces, enabling invocations to be sent to them by any other process.

The enemy * To model security threats, we postulate an enemy (sometimes also known as the
adversary) that is capable of sending any message to any process and reading or copying any
message sent between a pair of processes, as shown in the following figure. Such attacks can be
made simply by using a computer connected to a network to run a program that reads network
messages addressed to other computers on the network, or a program that generates messages
that make false requests to services, purporting to come from authorized users. The attack may
come from a computer that is legitimately connected to the network or from one that is
connected in an unauthorized manner. The threats from a potential enemy include threats to
processes and threats to communication channels.
-----...
The enemy &

t‘ ,
Sapmus® 'Q
Communication channel

Defeating security threats

Cryptography and shared secrets: Suppose that a pair of processes (for example, a particular
client and a particular server) share a secret; that is, they both know the secret but no other
process in the distributed system knows it. Then if a message exchanged by that pair of processes
includes information that proves the sender’s knowledge of the

shared secret, the recipient knows for sure that the sender was the other process in the pair. Of
course, care must be taken to ensure that the shared secret is not revealed to an enemy.

Cryptography is the science of keeping messages secure, and encryption is the process of
scrambling a message in such a way as to hide its contents. Modern cryptography is based on
encryption algorithms that use secret keys — large numbers that are difficult to guess — to
transform data in a manner that can only be reversed with knowledge of the corresponding
decryption key.

Authentication: The use of shared secrets and encryption provides the basis for the
authentication of messages — proving the identities supplied by their senders. The basic
authentication technique is to include in a message an encrypted portion that contains enough of
the contents of the message to guarantee its authenticity. The authentication portion of a request
to a file server to read part of a file, for example, might include a representation of the requesting
principal’s identity, the identity of the file and the date and time of the request, all encrypted with
a secret key shared between the file server and the requesting process. The server would decrypt
this and check that it corresponds to the unencrypted details specified in the request.

Secure channels: Encryption and authentication are used to build secure channels as a service
layer on top of existing communication services. A secure channel is a communication channel
connecting a pair of processes, each of which acts on behalf of a principal, as shown in the
following figure. A secure channel has the following properties:
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 Each of the processes knows reliably the identity of the principal on whose behalf the other
process is executing. Therefore if a client and server communicate via a secure channel, the
server knows the identity of the principal behind the invocations and can check their access
rights before performing an operation. This enables the server to protect its objects correctly and
allows the client to be sure that it is receiving results from a bona fide server.

* A secure channel ensures the privacy and integrity (protection against tampering) of the data
transmitted across it.

e Each message includes a physical or logical timestamp to prevent messages from being
replayed or reordered.

PrincipalA PrincipalB

\ /

@L Secure channel ( Processq
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Communication aspects of middleware, although the principles discussed are more widely
applicable. This one is concerned with the design of the components shown in the darker layer in
the following figure.

Applications, services

RMI and RPC

This request-reply protocol Middleware

chapter layers
ap marshalling and external data representation

UDP and TCP

The application program interface to UDP provides a message passing abstraction— the simplest
form of interprocess communication. This enables a sending process to transmit a single message
to a receiving process. The independent packets containing these messages are called datagrams.
In the Java and UNIX APIs, the sender specifies the destination using a socket — an indirect
reference to a particular port used by the destination process at a destination computer.

The application program interface to TCP provides the abstraction of a two-way stream between
pairs of processes. The information communicated consists of a stream of data items with no
message boundaries. Streams provide a building block for producer-consumer communication. A
producer and a consumer form a pair of processes in which the role of the first is to produce data
items and the role of the second is to consume them. The data items sent by the producer to the
consumer are queued on arrival at the receiving host until the consumer is ready to receive them.
The consumer must wait when no data items are available. The producer must wait if the storage
used

to hold the queued data items is exhausted.

The API for the Internet protocols

The general characteristics of interprocess communication and then discuss the Internet protocols
as an example, explaining how programmers can use them, either by means of UDP messages or
through TCP streams.

The characteristics of interprocess communication

Message passing between a pair of processes can be supported by two message communication
operations, send and receive, defined in terms of destinations and messages. To communicate,
one process sends a message (a sequence of bytes) to a destination and another process at the
destination receives the message. This activity involves the communication of data from the
sending process to the receiving process and may involve the synchronization of the two
processes.
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Synchronous and asynchronous communication ¢ A queue is associated with each message
destination. Sending processes cause messages to be added to remote queues and receiving
processes remove messages from local queues. Communication between the sending and
receiving processes may be either synchronous or asynchronous. In the synchronous form of
communication, the sending and receiving processes synchronize at every message. In this case,
both send and receive are blocking operations. Whenever a send is issued the sending process (or
thread) is blocked until the corresponding receive is issued. Whenever a receive is issued by a
process (or thread), it blocks until a message arrives.

In the asynchronous form of communication, the use of the send operation is nonblocking in that
the sending process is allowed to proceed as soon as the message has been copied to a local
buffer, and the transmission of the message proceeds in parallel with the sending process. The
receive operation can have blocking and non-blocking variants. In the non-blocking variant, the
receiving process proceeds with its program after issuing a receive operation, which provides a
buffer to be filled in the background, but it must separately receive notification that its buffer has
been filled, by polling or interrupt.

In a system environment such as Java, which supports multiple threads in a single process, the
blocking receive has no disadvantages, for it can be issued by one thread while other threads in
the process remain active, and the simplicity of synchronizing the receiving threads with the
incoming message is a substantial advantage. Non-blocking communication appears to be more
efficient, but it involves extra complexity in the receiving process associated with the need to
acquire the incoming message out of its flow of control. For these reasons, today’s systems do
not generally provide the nonblocking form of receive.

Message destinations « Chapter 3 explains that in the Internet protocols, messages are sent to
(Internet address, local port) pairs. A local port is a message destination within a computer,
specified as an integer. A port has exactly one receiver but can have many senders. Processes
may use multiple ports to receive messages. Any process that knows the number of a port can
send a message to it. Servers generally publicize their port numbers for use by clients.

Reliability « As far as the validity property is concerned, a point-to-point message service can
be described as reliable if messages are guaranteed to be delivered despite a ‘reasonable’ number
of packets being dropped or lost. In contrast, a point-to-point message service can be described
as unreliable if messages are not guaranteed to be delivered in the face of even a single packet
dropped or lost. For integrity, messages must arrive uncorrupted and without duplication.

Ordering *« Some applications require that messages be delivered in sender order — that is, the
order in which they were transmitted by the sender. The delivery of messages out of sender order
is regarded as a failure by such applications.

Sockets
Both forms of communication (UDP and TCP) use the socket abstraction, which provides an

endpoint for ommunication between processes. Sockets originate from BSD UNIX but are also
present in most other versions of UNIX, including Linux as well as Windows and the Macintosh
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OS. Interprocess communication consists of transmitting a message between a socket in one
process and a socket in another process, is shown in the following figure.

agreed port
SOCQ@_#?/ any port R socket
message

client server

D‘“ other ports

Internet address = 138.37.94.248 Internet address = 138.37.88.249

For a process to receive messages, its socket must be bound to a local port and one of the
Internet addresses of the computer on which it runs. Messages sent to a particular Internet
address and port number can be received only by

a process whose socket is associated with that Internet address and port number. Processes may
use the same socket for sending and receiving messages. Each computer has a large number
(216) of possible port numbers for use by local processes for receiving messages. Any process
may make use of multiple ports to receive messages, but a process cannot share ports with other
processes on the same computer. However, any number of processes may send messages to the
same port. Each socket is associated with a particular protocol — either UDP or TCP.

Java API for Internet addresses ¢ As the IP packets underlying UDP and TCP are sent to
Internet addresses, Java provides a class, InetAddress, that represents Internet addresses. Users of
this class refer to computers by Domain Name System (DNS) hostnames. For example, instances
of InetAddress that contain Internet addresses can be created by calling a static method of
InetAddress, giving a DNS hostname as the argument. The method uses the DNS to get the
corresponding Internet address. For example, to get an object representing the Internet address of
the host whose DNS name is bruno.dcs.qmul.ac.uk, use:

InetAddress aComputer = InetAddress.getByName(*'bruno.dcs.gmul.ac.uk");

This method can throw an UnknownHostException. Note that the user of the class does not need
to state the explicit value of an Internet address. In fact, the class encapsulates the details of the
representation of Internet addresses. Thus the interface for this class is not dependent on the
number of bytes needed to represent Internet addresses — 4 bytes in IPv4 and 16 bytes in IPv6.

UDP datagram communication

A datagram sent by UDP is transmitted from a sending process to a receiving process without
acknowledgement or retries. If a failure occurs, the message may not arrive. A datagram is
transmitted between processes when one process sends it and another receives it. To send or
receive messages a process must first create a socket bound to an

Internet address of the local host and a local port. A server will bind its socket to a server port —
one that it makes known to clients so that they can send messages to it. A client binds its socket
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to any free local port. The receive method returns the Internet address and port of the sender, in
addition to the message, allowing the recipient to send a reply.

The following are some issues relating to datagram communication:

Message size: The receiving process needs to specify an array of bytes of a particular size in
which to receive a message. If the message is too big for the array, it is truncated on arrival. The
underlying IP protocol allows packet lengths of up to 216 bytes, which includes the headers as
well as the message. However, most environments impose a size restriction of 8 kilobytes. Any
application requiring messages larger than the maximum must fragment them into chunks of that
size.

Generally, an application, for example DNS, will decide on a size that is not excessively large
but is adequate for its intended use.

Blocking: Sockets normally provide non-blocking sends and blocking receives for datagram
communication (a non-blocking receive is an option in some implementations). The send
operation returns when it has handed the message to the underlying UDP and IP protocols, which
are responsible for transmitting it to its destination. On arrival, the message is placed in a queue
for the socket that is bound to the destination port. The message can be collected from the queue
by an outstanding or future invocation of receive on that socket. Messages are discarded at the
destination if no process already has a socket bound to the destination port.

Timeouts: The receive that blocks forever is suitable for use by a server that is waiting to receive
requests from its clients. But in some programs, it is not appropriate that a process that has
invoked a receive operation should wait indefinitely in situations where the sending process may
have crashed or the expected message may have been lost. To allow for such requirements,
timeouts can be set on sockets. Choosing an appropriate timeout interval is difficult, but it should
be fairly large in comparison with the time required to transmit a message.

Receive from any: The receive method does not specify an origin for messages. Instead, an
invocation of receive gets a message addressed to its socket from any origin. The receive method
returns the Internet address and local port of the sender, allowing the recipient to check where
the message came from. It is possible to connect a datagram socket to a particular remote port
and Internet address, in which case the socket is only able to send messages to and receive
messages from that address.

Failure model for UDP datagrams * A failure model for communication channels and defines
reliable communication in terms of two properties: integrity and validity. The integrity property
requires that messages should not be corrupted or duplicated. The use of a checksum ensures that
there is a negligible probability that any message received is corrupted. UDP datagrams suffer
from the following failures:

Omission failures: Messages may be dropped occasionally, either because of a checksum error or
because no buffer space is available at the source or destination. To simplify the discussion, we
regard send-omission and receive-omission failures as omission failures in the communication
channel.
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Ordering: Messages can sometimes be delivered out of sender order. Applications using UDP
datagrams are left to provide their own checks to achieve the quality of reliable communication
they require. A reliable delivery service may be constructed from one that suffers from omission
failures by the use of acknowledgements.

Use of UDP ¢ For some applications, it is acceptable to use a service that is liable to occasional
omission failures. For example, the Domain Name System, which looks up DNS names in the
Internet, is implemented over UDP. Voice over IP (VOIP) also runs over UDP. UDP datagrams
are sometimes an attractive choice because they do not

suffer from the overheads associated with guaranteed message delivery. There are three main
sources of overhead:

« the need to store state information at the source and destination;
* the transmission of extra messages;
« latency for the sender.

Java API for UDP datagrams * The Java API provides datagram communication by means of
two classes: DatagramPacket and DatagramSocket. DatagramPacket:

This class provides a constructor that makes an instance out of an array of bytes comprising a
message, the length of the message and the Internet address and local port number of the
destination socket, as follows:

Datagram packet
array of bytes containing message length of message  Internet address port number

An instance of DatagramPacket may be transmitted between processes when one process sends
it and another receives it.

UDP server repeatedly receives a request and sends it back to the client
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import java.net.*;
import java.io.”;
public class UDPServer{
public static void main(String args[]){
DatagramSocket aSocket = null;
try{
aSocket = new DatagramSocket(6789);
byte[] buffer = new byte[1000];
while(true){
DatagramPacket request = new DatagramPacket(buffer, buffer.length);
aSocket.receive(request);
DatagramPacket reply = new DatagramPacket(request.getData(),
request.getLength(), request.getAddress(), request.getPort());
aSocket.send(reply);
}
Jcatch (SocketException e){System.out.printin("Socket: " + e.getMessage());
Jcatch (IOException e) {System.out.printin("IO: " + e.getMessage()),}
JHMinally {if(aSocket != null) aSocket.close();}

}
}

DatagramSocket: This class supports sockets for sending and receiving UDP datagrams. It
provides a constructor that takes a port number as its argument, for use by processes that need to
use a particular port. It also provides a no-argument constructor that allows the system to choose
a free local port. These constructors can throw a SocketException if the chosen port is already in
use or if a reserved port (a number below 1024) is specified when running over UNIX.

UDP server repeatedly receives a request and sends it back to the client
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import java.net.*;
import java.io.”;
public class UDPServer{
public static void main(String args[]){
DatagramSocket aSocket = null;
try{
aSocket = new DatagramSocket(6789);
byte[] buffer = new byte[1000];
while(true){
DatagramPacket request = new DatagramPacket(buffer, buffer.length),
aSocket.receive(request);
DatagramPacket reply = new DatagramPacket(request.getData(),
request.getLength(), request.getAddress(), request.getPort());
aSocket.send(reply);
}
Jcatch (SocketException e){System.out.printin("Socket: " + e.getMessage());
jcatch (IOException e) {System.out.printin("IO: " + e.getMessage()),}
JHMinally {if(aSocket != null) aSocket.close();}

TCP stream communication

The API to the TCP protocol, which originates from BSD 4.x UNIX, provides the abstraction of
a stream of bytes to which data may be written and from which data may be read. The following
characteristics of the network are hidden by the stream abstraction:

Message sizes: The application can choose how much data it writes to a stream or reads from it.
It may deal in very small or very large sets of data. The underlying implementation of a TCP
stream decides how much data to collect before transmitting it as one or more IP packets. On
arrival, the data is handed to the application as requested. Applications can, if necessary, force
data to be sent immediately.

Lost messages: The TCP protocol uses an acknowledgement scheme. As an example of a simple
scheme (which is not used in TCP), the sending end keeps a record of each IP packet sent and the
receiving end acknowledges all the arrivals. If the sender does not receive an acknowledgement
within a timeout, it retransmits the message. The more sophisticated sliding window scheme
[Comer 2006] cuts down on the number of acknowledgement messages required.

Flow control: The TCP protocol attempts to match the speeds of the processes that read from and
write to a stream. If the writer is too fast for the reader, then it is blocked until the reader has
consumed sufficient data.

Message duplication and ordering: Message identifiers are associated with each IP packet,
which enables the recipient to detect and reject duplicates, or to reorder messages that do not
arrive in sender order.
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Message destinations: A pair of communicating processes establish a connection before they can
communicate over a stream. Once a connection is established, the processes simply read from
and write to the stream without needing to use Internet addresses and ports. Establishing a
connection involves a connect request from client to server followed by an accept request from
server to client before any communication can take place. This could be a considerable overhead
for a single client-server request and reply.

Java API for TCP streams * The Java interface to TCP streams is provided in the classes
ServerSocket and Socket:

ServerSocket: This class is intended for use by a server to create a socket at a server port for
listening for connect requests from clients. Its accept method gets a connect request from the
queue or, if the queue is empty, blocks until one arrives. The result of executing accept is an
instance of Socket — a socket to use for communicating with the client.

Socket: This class is for use by a pair of processes with a connection. The client uses a
constructor to create a socket, specifying the DNS hostname and port of a server. This
constructor not only creates a socket associated with a local port but also connects it to the
specified remote computer and port number. It can throw an UnknownHostException if the
hostname is wrong or an I0Exception if an 10 error occurs.

TCP client makes connection to server, sends request and receives reply

import java.net.”;
import java.io.*;
public class TCPClient {
public static void main (String args[]) {
// arguments supply message and hostname of destination
Socket s = null:
try{
int serverPort = 7896;
s = new Socket(args[1], serverPort);
DatalnputStream in = new DatalnputStream( s.getinputStream());
DataQutputStream out =
new DataOutputStream( s.getOutputStream()),
out.writeUTF(args[0]); // UTF is a string encoding see Sn 4.3
String data = in.readUTF();
System.out.printin("Received: "+ data) ;
Jeateh (UnknownHostException e){
System.out.printin("Sock:"+e.getMessage());
Jcatch (EOFException e){System.out.printin("EOF:"+e.getMessage()),
Jecatch (IOException e){System.out.printin(“10: "+e.getMessage());}
Minally {if(s!=null) try {s.close(),}catch (IOException
e){System.out.printin("close."+e.getMessage());}}

}

TCP server makes a connection for each client and then echoes the client’s request
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import java.net.”;
import java.io.™;
public class TCPServer {
public static void main (String args][]) {
try{
int serverPort = 7896;
ServerSocket listenSocket = new ServerSocket(serverPort),
while(true) {
Socket clientSocket = listenSocket.accept();
Connection ¢ = new Connection(clientSocket);

}
J} catch(IOException e) {System.out.printin("Listen :"+e.getMessage());}

/
}

// this figure continues on the next slide

class Connection extends Thread {

DatalnputStream in;

DataOutputStream out;

Socket clientSocket;

public Connection (Socket aClientSocket) {

try {

clientSocket = aClientSocket;
in = new DatalnputStream( clientSocket.getInputStream());
out =new DataOutputStream( clientSocket.getOutputStream()),

this.start();
} catch(IOException e) {System.out.printin("Connection:"+e.getMessage());}
}
public void run(){
try { // an echo server
String data = in.readUTF();
out.writeUTF(data);

} catch(EOFException e) {System.out.printin("EOF:"+e.getMessage()),
} catch(IOException e) {System.out.printin("IO:"+e.getMessage()),}
} finally{ try {clientSocket.close(),}catch (IOException e){/*close failed™/}}

}
}
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External data representation and marshalling

The information stored in running programs is represented as data structures — for example, by
sets of interconnected objects — whereas the information in messages consists of sequences of
bytes. Irrespective of the form of communication used, the data structures must be flattened
(converted to a sequence of bytes) before transmission and rebuilt on arrival. The individual
primitive data items transmitted in messages can be data values of many different types, and not
all computers store primitive values such as integers in the same order. The representation of
floating-point numbers also differs between architectures. There are two variants for the ordering
of integers: the so-called big-endian order, in which the most significant byte comes first; and
little-endian order, in which it comes last. Another issue is the set of codes used to represent
characters: for example, the majority of applications on systems such as UNIX use ASCII
character coding, taking one byte per character, whereas the Unicode standard allows for the
representation of texts in many different languages and takes two bytes per character.

One of the following methods can be used to enable any two computers to exchange binary data
values:

* The values are converted to an agreed external format before transmission and converted to the
local form on receipt; if the two computers are known to be the same type, the conversion to
external format can be omitted.

* The values are transmitted in the sender’s format, together with an indication of the format
used, and the recipient converts the values if necessary. Note, however, that bytes themselves are
never altered during transmission. To support RMI or RPC, any data type that can be passed as
an argument or returned as a result must be able to be flattened and the individual primitive data
values represented in an agreed format. An agreed standard for the representation of data
structures and primitive values is called an external data representation.

Marshalling is the process of taking a collection of data items and assembling them into a form
suitable for transmission in a message. Unmarshalling is the process of disassembling them on
arrival to produce an equivalent collection of data items at the destination. Thus marshalling
consists of the translation of structured data items and

primitive values into an external data representation. Similarly, unmarshalling consists of the
generation of primitive values from their external data representation and the rebuilding of the
data structures.

Three alternative approaches to external data representation and marshalling are discussed:
* CORBA’s common data representation, which is concerned with an external representation for

the structured and primitive types that can be passed as the arguments and results of remote
method invocations in CORBA. It can be used by a variety of programming languages.
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e Java’s object serialization, which is concerned with the flattening and external data
representation of any single object or tree of objects that may need to be transmitted in a message
or stored on a disk. It is for use only by Java.

* XML (Extensible Markup Language), which defines a textual fomat for representing structured
data. It was originally intended for documents containing textual self-describing structured data —
for example documents accessible on the Web — but it is now also used to represent the data sent
in messages exchanged by clients and servers in web services.

In the first two cases, the marshalling and unmarshalling activities are intended to be carried out
by a middleware layer without any involvement on the part of the application programmer. Even
in the case of XML, which is textual and therefore more accessible to hand-encoding, software
for marshalling and unmarshalling is available for all commonly used platforms and
programming environments. Because marshalling requires the consideration of all the finest
details of the representation of the primitive components of composite objects, the process is
likely to be error-prone if carried out by hand. Compactness is another issue that can be
addressed in the design of automatically generated marshalling procedures.

In the first two approaches, the primitive data types are marshalled into a binary form. In the
third approach (XML), the primitive data types are represented textually. The textual
representation of a data value will generally be longer than the equivalent binary representation.
The HTTP protocol, which is described in Chapter 5, is another example of the textual approach.

Another issue with regard to the design of marshalling methods is whether the marshalled data
should include information concerning the type of its contents. For example, CORBA’s
representation includes just the values of the objects transmitted, and nothing about their types.
On the other hand, both Java serialization and XML do include type information, but in different
ways. Java puts all of the required type information into the serialized form, but XML documents
may refer to externally defined sets of names (with types) called namespaces.

Although we are interested in the use of an external data representation for the arguments and
results of RMIs and RPCs, it does have a more general use for representing data structures,
objects or structured documents in a form suitable for transmission in messages or storing in
files.

CORBA CDR for constructed types

Type Representation
sequaice length (unsignedlong) followedby elements in order
string length (unsignedlong) followedby characters in order (can alko
can havwe widecharacters)
array array elements in order (no lergth specified because it is fixed)
struct in theorda of declarafon of thecamponents
enumerated unsigned long (the values are specified by theorder dedared)
union type tag followed by the sslected member
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CORBA’s Common Data Representation (CDR)

CORBA CDR is the external data representation defined with CORBA 2.0. CDR can represent
all of the data types that can be used as arguments and return values in remote invocations in
CORBA. These consist of 15 primitive types, which include short (16-bit), long (32-bit),
unsigned short, unsigned long, float (32-bit), double (64-bit), char, boolean (TRUE, FALSE),
octet (8-bit), and any (which can represent any basic or constructed type); together with a range
of composite types, which are described in Figure 4.7. Each argument or result in a remote
invocation is

represented by a sequence of bytes in the invocation or result message.

index in notes

sequence of bytes¥— 4 bytes—#  On representation
0-3 5 length of string
4-7 "Smit" ‘Smith’

8—11 "h "

12-15 6 length of string
16-19 "Lond" ‘London’

20-23 ‘on__"

24-27 1934 unsigned long

The flattened form represents a Person struct with value: {{Smith’, ‘London’, 1934}

Marshalling in CORBA ¢ Marshalling operations can be generated automatically from the
specification of the types of data items to be transmitted in a message. The types of the data
structures and the types of the basic data items are described in CORBA IDL (see Section 8.3.1),
which provides a notation for describing the types of the arguments and results of RMI methods.

Java object serialization

In Java RMI, both objects and primitive data values may be passed as arguments and results of
method invocations. An object is an instance of a Java class. For example, the Java class
equivalent to the Person struct defined in CORBA IDL might be:

public class Person implements Serializable {

private String name;

private String place;

private int year;

public Person(String aName, String aPlace, int aYear) {
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name = aName;
place = aPlace;
year = aYear;

/[ followed by methods for accessing the instance variables

}

Extensible Markup Language (XML)

XML is a markup language that was defined by the World Wide Web Consortium (W3C) for
general use on the Web. In general, the term markup language refers to a textual encoding that
represents both a text and details as to its structure or its appearance. Both XML and HTML
were derived from SGML (Standardized Generalized Markup Language) [ISO 8879], a very
complex markup language. HTML was designed for defining the appearance of web pages.
XML was designed for writing structured documents for the Web.

XML data items are tagged with ‘markup’ strings. The tags are used to describe the logical
structure of the data and to associate attribute-value pairs with logical structures. That is, in
XML, the tags relate to the structure of the text that they enclose, in contrast to HTML, in which
the tags specify how a browser could display the text. For a specification of XML, see the pages
on XML provided by W3C [www.w3.org VI].

XML is used to enable clients to communicate with web services and for defining the interfaces
and other properties of web services. However, XML is also used in many other ways, including
in archiving and retrieval systems — although an XML archive may be larger than a binary one, it
has the advantage of being readable on any computer.

Other examples of uses of XML include for the specification of user interfaces and the encoding
of configuration files in operating systems.

XML is extensible in the sense that users can define their own tags, in contrast to HTML, which
uses a fixed set of tags. However, if an XML document is intended to be used by more than one
application, then the names of the tags must be agreed between them. For example, clients
usually use SOAP messages to communicate with web

services. SOAP is an XML format whose tags are published for use by web services and their
clients.

Some external data representations (such as CORBA CDR) do not need to be self describing,
because it is assumed that the client and server exchanging a message have prior knowledge of
the order and the types of the information it contains. However, XML was intended to be used by
multiple applications for different purposes. The provision of tags, together with the use of
namespaces to define the meaning of the tags, has made this possible. In addition, the use of tags
enables applications to select just those parts of a document it needs to process: it will not be
affected by the addition of information relevant to other applications.
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XML definition of the Person structure

<person id="123456789">
<name>Smith</name=>
<place>London</place=>
<year>1934</year>
<!-- a comment -->
</person >

Remote object references

Java and CORBA that support the distributed object model. It is not relevant to XML. When a
client invokes a method in a remote object, an invocation message is sent to the server process
that hosts the remote object. This message needs to specify which particular object is to have its
method invoked. A remote object reference is an identifier for a remote object that is valid
throughout a distributed system. A remote object reference is passed in the invocation message
to specify which object is to be invoked. Chapter 5 explains that remote object references are
also passed as arguments and returned as results of remote method invocations, that each remote
object has a single remote object reference and that remote object references can be compared to
see whether they refer to the same remote object. Here, we discuss the external representation of
remote object references.
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Client-server communication

public byte[] doOperation (RemoteObjectRef o, int methodld, byte[] arguments) sends a request
message to the remote object and returns the reply.

The arguments specify the remote object, the method to be invoked and the arguments of that
method.

public byte[] getRequest (); acquires a client request via the server port.

public void sendReply (byte[] reply, InetAddress clientHost, int clientPort); sends the reply
message reply to the client at its Internet address and port.

messageType int (O=Request, 1= Reply)
requestld int

objectReference RemoteObjectRef
methodld int or Method

arguments array of bytes

RPC exchange protocols

Name Messages sent by
Client Server Client

R Reque

RR geque Reply

RRA %;eque Reply Acknowledge reply
s

HTTP request message

method URL or pathname HTTP version headers message body

GET /lwww.dcs.qmw.ac.uk/index.htn‘ll HTTP/ 1.1

HTTP reply message
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HTTP version  status codereason headers message body
HTTP/1.1 200 OK resource datz

Request-reply communication

Client Server

doOperation Request

. message P getRequest

. select object
(wait) execute
Reply method

message sendReply

(continuation)

Group communication

A multicast operation is more appropriate — this is an operation that sends a single message from
one process to

each of the members of a group of processes, usually in such a way that the membership of the
group is transparent to the sender. There is a range of possibilities in the desired behaviour of a
multicast. The simplest multicast rotocol provides no guarantees about message delivery or
ordering.

Multicast messages provide a useful infrastructure for constructing distributed systems with the
following characteristics:

1. Fault tolerance based on replicated services: A replicated service consists of a group of
servers. Client requests are multicast to all the members of the group, each of which performs an
identical operation. Even when some of the members fail, clients can still be served.

2. Discovering services in spontaneous networking: Section 1.3.2 defines service discovery in
the context of spontaneous networking. Multicast messages can be used by servers and clients to
locate available discovery services in order to register their interfaces or to look up the interfaces
of other services in the distributed system.

3. Better performance through replicated data: Data are replicated to increase the performance
of a service — in some cases replicas of the data are placed in users’ computers. Each time the
data changes, the new value is multicast to the processes managing the replicas.

4. Propagation of event notifications: Multicast to a group may be used to notify processes when
something happens. For example, in Facebook, when someone changes their status, all their
friends receive notifications. Similarly, publishsubscribe protocols may make use of group
multicast to disseminate events to subscribers (see Chapter 6).

IP multicast — An implementation of multicast communication
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IP multicast ¢ IP multicast is built on top of the Internet Protocol (IP). Note that IP packets are
addressed to computers — ports belong to the TCP and UDP levels. IP multicast allows the sender
to transmit a single IP packet to a set of computers that form a multicast group. The sender is
unaware of the identities of the individual recipients and of the size of the group. A multicast
group is specified by a Class D Internet address — that is, an address whose first 4 bits are 1110
in IPv4.

At the application programming level, IP multicast is available only via UDP. An application
program performs multicasts by sending UDP datagrams with multicast addresses and ordinary
port numbers. It can join a multicast group by making its socket join the group, enabling it to
receive messages to the group. At the IP level, a computer

belongs to a multicast group when one or more of its processes has sockets that belong to that
group. When a multicast message arrives at a computer, copies are forwarded to all of the local
sockets that have joined the specified multicast address and are bound to the specified port
number. The following details are specific to IPv4:

Multicast routers: IP packets can be multicast both on a local network and on the wider Internet.
Local multicasts use the multicast capability of the local network, for example, of an Ethernet.
Internet multicasts make use of multicast routers, which forward single datagrams to routers on
other networks, where they are again multicast to local members. To limit the distance of
propagation of a multicast datagram, the sender can specify the number of routers it is allowed to
pass — called the time to live, or TTL for short. To understand how routers know which other
routers have members of a multicast group.

Multicast address allocation: As discussed in Chapter 3, Class D addresses (that is, addresses in
the range 224.0.0.0 to 239.255.255.255) are reserved for multicast traffic and managed globally
by the Internet Assigned Numbers Authority (IANA). The management of this address space is
reviewed annually, with current practice documented in RPC 3171. This document defines a
partitioning of this address space into a number of blocks, including:

* Local Network Control Block (224.0.0.0 to 224.0.0.225), for multicast traffic within a given
local network.

* Internet Control Block (224.0.1.0 to 224.0.1.225).

» Ad Hoc Control Block (224.0.2.0 to 224.0.255.0), for traffic that does not fit any other block.

» Administratively Scoped Block (239.0.0.0 to 239.255.255.255), which is used to implement a
scoping mechanism for multicast traffic (to constrain propagation).

Failure model for multicast datagrams ¢ Datagrams multicast over IP multicast have the same
failure characteristics as UDP datagrams — that is, they suffer from omission failures. The effect
on a multicast is that messages are not guaranteed to be delivered to any particular group
member in the face of even a single omission failure. That is, some but not all of the members of
the group may receive it. This can be called unreliable multicast, because it does not guarantee
that a message will be delivered to any member of a group.

Java API to IP multicast « The Java API provides a datagram interface to IP multicast through
the class MulticastSocket, which is a subclass of DatagramSocket with the additional capability
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of being able to join multicast groups. The class MulticastSocket provides two alternative
constructors, allowing sockets to be created to use either a or any free local port. A process can
join a multicast group with a given multicast address by invoking the joinGroup method of its
multicast socket. Effectively, the socket joins a multicast group at a given port and it will

receive datagrams sent by processes on other computers to that group at that port. A process can
leave a specified group by invoking the leaveGroup method of its multicast socket.

Multicast peer joins a group and sends and receives datagrams

import java.net.”;
import java.io.”;
public class MulticastPeer{
public static void main(String args[]){
// args give message contents & destination multicast group (e.g. "228.5.6.7")
MulticastSocket s =null;
try {
InetAddress group = InetAddress.getByName(args[1]);
s = new MulticastSocket(6789),
s.joinGroup(group);
byte [ m = args[0].getBytes(),
DatagramPacket messageQut =
new DatagramPacket(m, m.length, group, 6789),
s.send(messageOut);

// this figure continued on the next slide

Reliability and ordering of multicast

The effect of the failure semantics of IP multicast on the four examples of the use of replication
1. Fault tolerance based on replicated services: Consider a replicated service that consists of the
members of a group of servers that start in the same initial state and always perform the same
operations in the same order, so as to remain consistent with one another. This application of
multicast requires that either all of the replicas or none of them should receive each request to
perform an operation — if one of them misses a request, it will become inconsistent with the
others. In most cases, this service would require that all members receive request messages in the
same order as one another.

2. Discovering services in spontaneous networking: One way for a process to discover services
in spontaneous networking is to multicast requests at periodic intervals, and for the available
services to listen for those multicasts and respond. An occasional lost request is not an issue
when discovering services.

3. Better performance through replicated data: Consider the case where the replicated data itself,
rather than operations on the data, are distributed by means of multicast messages. The effect of
lost messages and inconsistent ordering would depend on the method of replication and the
importance of all replicas being totally up-to-date.

4. Propagation of event notifications: The particular application determines the qualities required
of multicast. For example, the Jini lookup services use IP multicast to announce their existence
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