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What is it? If's not enough to talk the
- talk by saying that software quality is
important. You have to (1) explicitly
define what is meant when you say
“software quality,” (2) create a set of activities that
will help ensure that every software engineering
work product exhibits high quality, {3) perform
quality control and assurance activities on every
software project, (4) use metrics to develop strate-
gies for improving your software process and, as
a consequence, the quality of the end product.
Who does it? Everyone involved in the sofiware
engineering process is responsible for quality.
Why is it important? You can do it right, or you
can do it over again. If a software team stresses
quality in all software engineering activities, it
reduces the amount of rework that it must do.
That results in lower costs, and more importantly,
improved fime-to-market.
What are the steps? Before software quality
assurance (SQA) activities can be initiated, it is
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ple feel that problems in these area

s are caused by other people. (If only they would

important to define software quality at o num:
ber of different levels of abstraction. Once you
understand what quality is, a sofiware team
must identify a set of SQA activities that will i
ter errors out of work products before they cre
passed on.

What is the work product? A Software Qualiy
Assurance Plan is created to define a scftwore
team’s SQA strategy. During modeling ond cod
ing, the primary SQA work product is the ouf!
of technical reviews (Chapter 15). During festing
(Chapters 17 through 20), fest plans and precs
dures are produced. Other waork products %
ciated with process improvement may @0
generated. b

How do | ensure that I've done it right?
errors before they become defects! That
work to improve your defect removal efficien?
(Chapter 23), thereby reducing the omav"
of rework that your software team has
perform.
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Quality CQiltl'Ol and assurance are essential activities for any business that produces
products to be used by others. Prior to the twentieth century, quality control was the
sole responsibility of the craftsperson who built a product. As time passed and mass
production techniques became commonplace, quality control became an activity
performed by people other than the ones who built the product.
The first formal quality assurance and control function was introduced at Bell
L oote: Labs in 1916 and spread rapidly throughout the manufacturing world. During the
“rade 0 1940s, more formal approaches to quality control were suggested. These relied on
1 wong Wand continuous_pracess improvement [Dem86] as key elements of
' quality management.
jiBerre Today, every company has mechanisms to ensure quality in its products. In fact,
explicit statements of a company’s concern for quality have become a marketing
ploy during the past few decades.

The history of quality assurance in software development parallels the history of
quality in hardware manufacturing. lSl_J?ing the early days of computing (1950s and
1960s), quality was the Mpgpsjbﬁty_qf the programmer. Standards for quality
assurance for software were introduced in military contract software development
during the 1970s and have spread rapidly into software devdopmcm in the com-
mercial world [IEE93]. Extending the definition presented earlier, software quality
tematic pattern of actions” [Sch98¢] that are required

Hyfm_soﬁware:—The scope of quality assurance responsibility
a once-popular automobile commercial:
re is that many different constituencies

assurance is a “plan

o egsure high g
might best be characterized by paraphrasing
“Quality Is Job #1.” The implication for softwa

———
—————
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: - that focus on the management of software q 4 Anizeq N th,
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SO4 incheing following manner [Hor03):

l Standards. The IEEE, ISO, and other stzindards organizations have Pro-
sbicined gt Seuratn el array of software engineermg standard/s and relateq dogy.
::;:qxim / ments. Standards may be adopted voluntarily by a software €ngineering
L”ml,f : organization or imposed by the customer or other stakeholders. The jop, of

g SQA Is to ensure that standards that have been adopted are followeg ang
that all work products conform to them.

Reviews and audits. Technical reviews are a quality contro] activity
—— . .

per y software engineers for software engineers (Chapter 15).

Their intent is to uncover errors. Audits are a type of review Performeq p,

SQA personnel with the intent of ensuring that quality guidelines are being
followed for software engineering work. For example, an audit of the
review process might be conducted to ensure that reviews are being
performed in a manner that will lead to the highest likelihood of

uncovering errors.

Testing. Software testing (Chapters 17 through 20) is a quality control func-
tion that has one primary goal—to find errors. The job of SQA is to ensure
that testing is properly planned and efficiently conducted so that it has the
highest likelihood of achieving ts primary goal,

Error/defect collection and analysis. The only way to improve is to
measure how you're doing. SQA collects and analyzes error and defect data

«Lo better understang hQ\MfLmrs_amyoducEd‘cmﬂ‘wharsaﬂware engineer

ing activities are bes suited to eliminating them.

Change management,
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CHAPTER 16 SOFTWARE QUALITY ASSURANCE

pducation. Every software organization wants to improve its softwar®
enginecring practices. A key contributor to improvement is education of 2’”
ware engineers, their managers, and otherstakcholders. T 50/ ,&T;r?fz"nﬁfm-
tion takes the lead in software process improvement (Chapter 30) and is a
key P.'ﬂll‘ﬂl‘-fﬂl@ﬂ?ﬂ'ﬁglﬂr L‘LlllC(iliQﬂE]Lp rograms.

vendor management. Three calegories of software are acquired from

external soﬂ\\’aI’C_V_‘"’_”Lkl'?—:.shrfnk-wrapped packagces (€.8., Microsoft Office).

2
é el a Tilored shell [Hor03] that provides a basic skeletal structure that is custom
L»?‘:'T?ff?w tailored (o (he needs of a purchaser, and contracted softwarc that fscustom
,-f-j’:;mr , designed and constructed from specifications provided by the customer
i;;-xhz‘" organization. The job of the SQA organization is to ensure that high-quality
'y software results by suggesting specific quality practices that the vendor

should follow (when possible), and incorporating quality mandates as part of

any contract with an external vendor.

Security management. With the increase in cyber crime and new govern-
.-‘_,______—-—"__-___-_'

ment regulations regardi ivacy, every software organization should insti-

tute policies thwcmiﬂfmi&vels, establish firewall protection for
WebApps, and ensure that software has not beendttan pered with internally.
SQA ensures th’a/t_a‘pgrgpriate process and technology are used to achieve
software Security. -

safety. Because software is almost always a pivotal component of human-
rated systems (e.g., automotive or aircraft applications), the impact of hidden
defects can be catastrophic. SQA may be responsible for assessing the impact
of software failure and for initiating those steps required to reduce risk.

Risk management. Although the analysis and mitigation of risk (Chapter
28) is the concern of software engineers, the SQA organization ensures that

risk management activities are propetl nducted and that risk-related
contingency plans-have heen established.

In addition to each of these concerns and activities, SQA works to ensure that soft-
e.g., maintenance, help lines, documentation, and manuals)

ware support activities (
are conducted or produced with quality as a dominant concern.

——
T

N L INFO. N

{ :
Quality Mcnagement Resources
e :: are doz.ens of quality management Association for Computer Machinery www.acm.org
v‘lswn soc'rch available on the Web, including Data and Analysis Center for Software (DACS)
?"‘3-'01 . ';'*eS, standards organizations, and www.dacs.dtic.mil/
ol g on sources. The sites that follow provide Infernational Organization for Standardization (ISO)
‘t_..u 9 point: G p s gmon www.iso.ch ;
- S : .
Mg o7 Quality (ASQ) Software Divisi ISOISPICE
Gorg/software - _ www.isospice.com
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Total Quality Management (TQM)
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/ www.quality.nist.gov .

I Software Engineering Institute General information;

f www.sei.cmu.edu/ WW“’-Q""‘”’e’ms"’d”/"rpollwk,

’ Software Testing ond Quality Engineering Articles www,work?1 l.com/’QMQrp.qm.hm’

| 61 " i

| www, stickyminds.com Glossary: Clay.

| Six Sigmo Resources www.qualrry.arg/TQM.MsllTQM

f www.isixsigma.com/ _html gIQ“”
!

o,

\ www.asq.org/sixsigma/
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h : o Vi “a variety of tasks assocj ’
. Software quality assurance 1s composed of a v Y T clated wi bwg
ferent constituencies—the: r& engineers who do _ec nical \.vork and zp :r
group that has responsibility for quality-assur planning, oversight, record ..

ing, analysis, and reporting. _
Software engineers address quality (and perform quality contrg] aCtivities, .

applying solid technical methods and measures, conducting technica] reviews ..,

performing well-planned software testing.

CEY AR Toyinl ‘
wionfy [OS5HS

The charter of the SQA group is to assist the software team in achieving g pig:.
quality end product. The Software Engineering Institute recommends 3 set ofgb_%
 analysis

actions that address quality assurance planning, oversight, record keeping
and reporting. These actions are performed (or facilitated) by an independent Q4

group that: ‘\/
Prepares an SQA plan for a projedt. The plan is developed as part of
? -.t_“,f,m ix the project planning and is reviewed by all stakeholders. Quality assurance—
hadal acHons-performed by the s¢ftware engineering team and the SQA group are
S to be performed,

SQA group’
e governed by the plan. Threplan identinos evs

audits anw to be conducted, standards that are applicable to the
project, pro s for error reporting and tracking, work products that

are produced by the SQA group, and feedback that will be provided to the

software team.

Participates in the develo

description. The software

performed. The SQA group reviews the process description for compl
CCWith organizatio elicy, internal software standards, externally

imp.-osed Standards (e.g., 150-9001), and oiher parts of the software
project plan.

Pment of the project’s software process
team selects a process for the work tobe

.
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Reviews software engineey|y
? ) |
. \‘-\ 11 lh “ll‘-‘ tl) Vil “V ( “'llll“;ll" a g“.,“h |H,|'

defined sofltware Process, ),
. (

lll\\IJ|I|.|'Ih||‘||1”|‘ docnment il i

lh‘\»mlu\nullt\ll\If‘l:‘;m\u-' md ver
CHI e

‘lh'll"'““HHH ||l l"a'ill“ll-l'

Audits designated softwinre
. software work producta 10 verlly compliance with

art of the software
selected work products, dentifies, (o
o, L[|

those defined as p
I”‘" €¢88, l'IF"."l/" “"l”l'“ J1ER 5

vments, and tracks deviations, series

that corrections have bee
ve been made, and periodically pe parts the results ol

work to the project manaper
Ensures that deviations in software
documented and handled
Déviations may be encounte

v ‘work and work products are
according to a documented procedure,
5 B edin the project plan, process description,
applicable standards, or soflware engineering work products

Records any noncompliance and reports to senlor management,
Noncompliance items are tracked until they are resolved .

ln_addlll@ﬂ to these actions, the SQA group coordinates the control and management
of change (Chapter 22) and helps Lo collect and analyze software metrles,

V16.3.2 Goals, Attributes, and Metrics

» The SQA actions described in the preceding section are performed to achicve a sel
Fote: of pragmatic goals:
~

e Requirements quality. The correctness, completeness, and consistency
-'@f"‘*;:;h r of the requirements model will have a strong influence on the quality of all
o Bt -

-E;:;m work products that follow. SQA must ensure that the software team has

e properly reviewed the requirements model to achicve a high level of quality.

ﬁjf'dm" Design quality. Every element ' del should be assessed by
ki the software team [o ensure that it exhibits high quality and that the design
e e wise itself Conforms to requirements. SQA 100KS forattributes of the design that

fmf"‘ufl’ are indicators of quality.

~IIes,

, Code quality. Soyrce code and related work products (e.g., other descrip-

- _ , =

!;;,"‘A‘ tive information) must conform to Tocaf coding standards and exhibit charac-
teristics that will facilitate maintainability. SQA should isolate those attributes

that allow a reasonable analysis of the quality of code.
Quality control effectiveness. A software team should apply limited re-
ources in a way that has the highest likelihood of achieving a high-quality

result. SQA analyzes the allocation of resources for reviews and testing to
assess whether they are being allocated in the most effective manner.

ya96]) identifies the attributes that are indicators for
discussed. Metrics that can be used to

Figure 16.1 (adapted from [H
the existence of quality for each of the goals
indicate the relative strength of an attribute are also shown.

L
'
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Gool Atribute Metric
Requi t quality | Numbear of ambiguous modifiers (e ¢
uviremen quali Ambsiauin N

human fl"f‘ﬂ‘“-,‘

Nymber ol TRA 8D

Irie e
Ir) 1Y, [r]r,}‘,l

/sithsachion
Number of sections/ ubsections

Undersiandability
Volatilin Number of changes per requirement

Time (by aclivity) when change is requesta|
Traceabilin Number of requirements not traceable 1o 'Jg?ifjh/p,,Jrl
Model clarity Number of UML models

Number of descriplive pages per mode|

Number of UML errors

Design quality Architectural integrity Existence of architectural model

Component completeness ~ Number of components that trace to architectyrq| Model

Complexity of procedural design

Interface complexity Average number of pick fo get to a typical function o COntany
Layout appropriateness
Patterns Number of patterns used
Code quality Complexity Cyclomatic complexity
Maintainability Design factors (Chapter 8)
Understandability Percent infernal comments
Variable naming conventions
Reusability Percent reused components
Documentation Readability index
QC effectiveness Resource allocation Staff hour percentage per activity
Completion rate Actual vs. budgeted completion time
Review effectiveness See review metrics (Chapter 14)

Testing effectiveness Number of errors found and crilicality

Effort required 1o correct an error

/ , Origin of error

—

In the preceding sections,  have argued that software quality is everyone's job and

that it can be achieved through competent software engineering prach’cc"nswc'llas
through the application of technical reviews, a muYi Tiered testin

e Ny el
Tiered testing strategy, D
;wpllfﬂ

control of software work products and the changes 1

' nade to them, and the
tion of accepted software engineering standards, In

1 H - " 'ﬂﬂt'
addition, quality can b¢ de
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erms of a broad amay
in [‘ | : W ol quality attributes and measured lirectly) using
"_.”“_[\. ol ”“1“ rs ']nd moeltice asured (neirectiy) 4 h

Oover the past three decades, a small butl viycal
' LB . g
AL eruires r

Hm\_lwnnmlml\' has angued that a more formal .;;ulurf;'.t!::l;"l.l : ‘1,1”. I””!|.”,P HPATICE
i u‘\i“”‘“\‘ It can be .1!}:lu"d that a computer |l|ug,“,”'n i :}“‘: ':"'-:'f:'l!' ;|||“| l,' }/‘ :,, r;'r:.,
Orots '\\.Ql'-“ .mt! semantics can be defined for every Ilr': :s'rrm:m::;:v rI ‘|1nnj|:l|-u~ anel ..r
ggorous approach to the specification of software rt‘t|niu'nlu'-nr' (Cha ot /'I ) is aval
able. 11 the l't‘.t]“i“‘llu‘nls model (specification) and the prns'r.unr'nnw' I[,uwu..n.u' can be
1(1\11‘&1‘!\&‘\1 In a rigorous mannet, It should be possible tn‘:'lpimly mn'mr-m.r:llf'l {>rfmr'uf
carrectness o demonstrate that a program conforms exactly (o 1t ,M incation

Attempts to prove pl‘ngl'nms'cnrl'cdHal‘rﬁmh(i{ an.ﬂijkth’ﬂ [Dij76a} and LINger,
wills, and Witt [Lin79], among others, advocated proofs of program correctness and
tied these to the use of structured programming concepts (Cha.})lcr 10).

~

RANCE sz A

Satistical quality assurance reflects a growing trend throughout industry to become
more quantitative about quality. For software, statistical quality assurance implies

the following steps:
e e e

1. IMn about software errors and defects is collected and categorized.

e

2. An attempt is made to trace each error and defect to its underlying cause
(e.g., nonconformance to speciﬁcation?design error, violation of standards,
poor communication with the customer).

3. Using the Pa_rc;}g_principle (80 percent of the defects can be traced to 20 per-

centofa pHOSSIblC Causes), isolate the 20 percent (the vital few).
en identified, move tocorrect the problems

-

4. Once the vital few causes have be
t@’hgggcwsﬁ'dt"‘3_,,,.220—"5’—“‘—'‘—':"defects.
presents an important step toward the creation of

This relatively simple concept ré
h changes are made to improve those elements

an adaptive software process in whic
of the process that introduce €ITor.
i

Fi
“6.5.1 A Generic Example
fo-ilfistrate the use of statistical methods for software engineering work, assume

that a software engineering organization collects information on errors and defects
me of the errors are uncovered as software is being de-

for a perjod of one year. SO
encountered after the software has been released to its

veloped. Others (defects) are
end users. Although hundreds of different. problems are uncovered, Al Gan. b

tracked to one (or more) of the following causes:
ations (IES)

o Incomplete or erroneous specific
tion (MCC)

P Misinterpretation of customer communica
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20 percent of the
code has 80
percent of the
errors. Find them,
fix them!”

Lowell Arthur

PART THREE QUALITY MANAGE

secifications (1DS)

Intentional deviation rom g ;
t‘\l![“—].\ g_/

q rds
Violation of progr. mming st indar

l‘lx)

e Trrorin data representation (£

o Inconsistent component interface (1ICDH

’

Frror in design logic (EDL)

oneous testing (IET)

Incomplete or en
mbi v
Inaccurate or incomplete documentation (11D)

—_— e s translation of design (PL
» Error in programming language translatic gn (PLT)

™

puter interface (HCy

»

Ambiguous or inconsistent human/com
» Miscellancous (MIS) v

To apply statistical SQA, the table in Figure 16.2 is built. The table indicateg ..
MCC, and EDR are the vital few causes that account for 53 percent of all 5:,:‘
should be noted, however, that [ES, EDR, PLT, and EDL would be selecteq asth "
few causes if only serious errors aré considered. Once the vita] fe, C“L:
determined, the software engineering organization can begin corrective action
example, to correct MCC, you might implement requirements gathering techr
(Chaptel 5 to 1mprove the quahty of customer commun1cat10n and specmcancr- &

_____

data deSIgn reviews.
It is important to note that corrective action focuses primarily on the vita] fe, i
the vital few causes are corrected, new candidates pop to the top of the stack. i
Statistical quality assurance techniques for software have been shown to prov:.
substantial quality improvement [Art97]. In some cases, software organizatiyr:

Data collection
for statistical
SQA

Total Serious Moderate Minor

Error No. % No. % No. % No. %
IES 205 22% 34 27% 68 18% 103 24
MCC 156 17% 12 Q% 68 18% 76 Fa
IDS 48 5% | 1% 24 &9 23 A
VPS 25 % 0 0% 15 ! 10 =
EDR 130 14% 26 20% &8 18% 34 %
ICl 58 6% 9 7% 18 5% 3 “’
ECL 45 5% 14 11% 12 39 19 "'"
IET Q5 10% 12 9% 35 oY, A8 :
1o 36 4% ; 2 2% 20 59 14 é
PUT 60 % 15 12% 19 5% 26 q
HCI 28 3% 3 2% 17 4% 8 o
Tolals Q42 100% 128 100% 379 100% 435
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141
e achieved a 50 peree . .
have ! 0 percent reduction Per year in defects after aoolving these
techniques. : fects after applying these
The application of the s1aticticnl «
ﬂwlhl‘ st I;msllml SOA and the Pareto principle can be summarized
inas sentence: Spe S B T “Iple can be
in a sing | ' 2Pend your time focusing on things that really matter, but first be
S““\H](H_\UH HH[!('I.\‘I:H](IWh(” really Matlers! I AL

\/"_,1@5._2 Six Sigma for Softwara Engineering
Six Sigma is the most widely used strate
try today. Originally popularized by Mo
“is a rigorous and discipline
measure and improve a co

inating defects’ in manuy

8y for stalistical quality assurance jn jndus-
lorola in the 1980s, the Six Sigma strategy
d methodology that uses data and statistical analysis to
mpany’s operational performance by identifying and elim-

facturing and service-related processes” (ISI08). The_term

Six Sigmais derived fm%ons—&ll instances (defects) per million

occurrences—implying an cxtremely high guality standard. The Six Sigma method-
ology defines three core steps:

{fht ore the « Define cuslomer requirements and deliverables and project goals via well-
v e steps of defined methods of customer communication,
& §ix Sigma . ) ' )
“..-:.ldu;;gp o Measure the existing pracess and.its-output to determine current quality

parformance (collect defect metrics).

s Analyze defect metrics and determine the vital few causes.

-—

If an existing software process is in place, but improvement is required, Six Sigma
suggests two additional steps:

wnprove the process by gliminatj efects.
e Control the process to ensure that future work does not reintroduce the
/ - A\
causes of defects. D M\

These core and additional steps are sometimes referred to as the DMAIC (define,
measure, analyze, improve, and control) method.

If an organization is developing a software process (rather than improving an
existing process), the core steps are augmented as follows:

e Design the process to (1) avoid the root causes of defects and (2) to meet
i ™A &Y
customner requirements. D‘A

e Verify that the process model will, in fact, avoid defects and meet customer
requirements.

This variation is sometimes called the DMADV (define, measure, analyze, design,
and verify) method. . : :

A comprehensive discussion of Six Sigma is best left to resources dedicated to the
subject. If you have further interest, see [ISI08], [Pyz03}, and [Sne03].
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v ol it um;mlf'l Programis an im

Ihere b no doubt that the reliabilit RN Por
A TePe aledly il frecue Nty fails, fr, Der:

INt &4
ol 1S overall quality. 1Fa prog
software quality factors are accepl ihle

ters ittle whether other
Sofware reliability, unlike many other quality factors, can be Measurey ,
andrestimated using historie Al and developmental data. ""”ﬂ“””'"”"’”Mhr/ |
I statistical terms as “the lnnlul‘““Y““ allure:Irec ope r"“””mw Dre
In-a specitied environment for a specified tme” [Muss7]. To illustrate. Pt 7
cstimated to have a reliability of 0.999 over cight elapsed proce 55ing hours |
words, il program X were to be executed 1000 time s and re quirca lrJT'JI",fr]rh
of elapsed processing time (execution time), it is likely to operate correctly 1,
failure) 999 times.
Whenever software reliability is discussed, a pivotal question arises What s,
by the term failure? In the context of any discussion of software quality ang rel
ity, failure is nonconformance o softwae requirements. Yet, even within tn[- has
tion, there are gradations, Failures can be only annoying or catastrophic. opef
can be corrected within seconds, while another requires weeks or even Months
correct, Complicating the issue even further, the correction of one failure may i

rc.qult in the introduction of other errors that ultimately result in other failures.

IHE:

/6 6.1 Measures of Reliability and Availability

Early work in soﬂware reliability attempted to extrapolate the mathematics of hay
ware reliability theory to the prediction of software reliability. Most hardware.- e!a:e;
reliability models are predicated on failure due to wear rather than failure due to é--
sign defects, In hardware, failures due to physical wearTeg., the effects of temperz-
ture, corrosion, shéck) are more likely than a design-related failure. Unfortunatz)
the-opposile i for software. In fact, all software m to_d\'“
or implementation problemé; wear (see Chapter 1) does not enter into thm

Therehas$een an ongoing debate over the relationship between key concepis»
hardware reliability and their applicability to software. Although an irrefutable fir
has yet to be established, it is worthwhile to consider a few simple concepis tha!
apply to both system elements,

If we consider a computer-based system, a Slmplt. measure of reliability 15 X

time-between-failure (MTBFT: V| w(\n‘lﬂ-
MTBF = MTTF + MTTR

where the aclcznylms MTTF and MTTR are mean-time-to-failure and medn U<
repair ? respective S——
P _____&_EP_____Y

———————

n‘,.‘;."
2 Although debugging (and related corrections) may be required as a consequence of K siture, 1
cases the software will work propetly after a restart with no other change.
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o concerned with failures, not with the

el measin than

-

ni 'll|»':r-r 23 Stated simply an #ni
1"1.1?(|r‘fw,[““”|g Ber arae rach defect i
not have the

P srovides little indication of the re i lht‘ll\ ol a ayster b I g r
em For example, consider a pro
‘:“Hn ”\.ﬂ h s ]‘( cnm Ui‘l I.]“I\]] [,\' 3000

! ‘II‘QKI within a Program doesg
aame [Jii'ir" |.1|"_ the teit al ‘!.'l-,'- t it

processor honirs without fatlure \_1.”..-; e

\ ¢ l ” ” (I( It(l[[l l’]r 'f ns flf l]‘i()‘] ”HI “1v }1(|1It-; ’-—),-}', v

60, oon processor Iunm Other de lul.

fects in this punm.m\ m

scure errors might be 30,000 or even
» as yet undiscovered, might have a failure r: jte

YOO or 5000 ho "o SR
of 4000 or 5000 hours. Even if every one of the first category of errors (those with

long MTBE) is removed, the impact on software reliability is negligible

However, MT l’.-r can be P]Oh ematic fo
_"tﬂﬂiwnltpmgchl pe span oe be-
(ﬂ}';ﬁg —l——éJ

wweenJailures, l“".ﬂ?f_f_lLOl provide us with a projected failure rate, and (2) MTBF can
et be misinterpreted to mean average life span even though this is not what it implies.
:.- An alternative measure of reliability is failures-in-time (FIT)—a statistical measure
"* of how many failures fanlL:rewnmmWs of operation.
",-'.‘,.ﬂ—__m'w; Thetefore, 1 FIT is equivalent to one failure in every billion hours of operation.
i e In addition to a reliability measure, you should also develop a measure of avail-

' .wwb ability. Software availability is the probability that a program is operating according to
= »’f&"“‘"’ " requirements at a givem point in time and is defined as
= t-_._.—-—-—-""—/
¢ —
MTTF TV =\

Availability = X 100% o e
MTTF + MTTR W\ T
! FA

The MTBF reliability measure is equally sensitive to MTTF and MTTR. The avail-
\;myy measure is somewhat more sensitive to MTTR, an indirect measure of the
aintainability of software.

4662 Software Safety

\gvote: Software safety is a software quality assurance activity that focuses on the identification
ey of he andmntial hazards that may affect software negatively and cause an
misdbethe  entire € system (o fail. If hazards can be identified early in the software process, software
Sl de51gn features can be specified that will either eliminate or control potential hazards.
ey : A modellng and analysis process is conducted as part of software safety. Initially,
hazards are identified and categorized by criticality and risk. For example, some of
lhe hazards associated with a computer-based cruise control for an automobile
might be: (1) causes uncontrolled acceW be stopped, (2) does not
respond to depressxon of brake pedal (by turning oft), (3) does not engage when
SWltha[ed and (4) slowly loses or gains speed. Once these system-level haz-
ards are identified, analysis techniques are used to assign severity and probability of
occurrence. To be effective, software must be analyzed in the context of the entire

-
3 This approach is similar to the risk analysis methods described in Chapter 28. The primary difter-
ence is the emphasis on technology issues rather than project-related topics.

2

| .
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orthwhile collection
gpers on softwaore
y con be found at
w.safeware-

com /.

wople are

system. For example, a subtle user input €1ror i SYstem com.
be magnified by a software fault to produce control data that impr,..,,‘_,_, Ny
mechanical device. If and only if a set of external environment3; (_(""l".“' .
the improper position of the mechanical device will cause a disasyy n;:‘ '}
sis [Fd',']"{,"m_,(—.g [Eri05] such as fault tree analysis. real-time logic and o, ir
els can be used to predict I-ITE‘ chain of events that can cayse 'h};- ‘
probability that each of the events will occur to create the chain
‘Once harards are identified and analyzed, safety-related requirems
specified for the software. That is, the specification can contain a jig; .,
events and the desired system responses to these events. The rgja

managing undesirable events is then indicated.
Although software reliability and software safety are closely relateg to on
k ) WO

Uhe -
© Ahras

’—'—_——__, —
it is important to understand the subtle difference between them. Softyya..
uses statistical analysis to determine the likelihood that a software fajyrs-, .. .

However, the occurrence of a failu re does notnecessarily result in ahazard gr . . "

. =

Software safety examines the ways in which failures result in conditiong that ce. . *
® i Walican

to a mishap. That is, failures are not considered in a vacuum, but are evajyzes .
i SR — N — akdins
context of an entire computer-based system and its environment.
A comprehensive discussion of software safety is beyond the scope of thig ..

A quality assurance system may be defined as the organizational structure, respons:

. bilities, procedures es, and resources for implementing quality managene!

[ANS87]. Quality assurance systems are created to help organizations ensur
products and services satisfy customer expectations by meeting their specifications
= e e o : - . - e entire i
These systems cover a wide variety of activities encompassingz duct's entire &

. s . . . e . nmpey
lannin ,_gQutr_ollmg, measuring, testing and reporting. and impr ‘
g8 1SQAN

A tharr
LR

cycle includin
ing quality levels throughout the development and manufacturing proce

describes-quality assurwmmﬂhm can be aprlicd to !

business regardless o{ the products or services offered. a0

To become registered to one of the quality assurance system models cor1tam‘t‘;\m“:S
9000, a company’s quality system land‘oucmlions are scrutinized by third-party &

for compliance to the standard and for eflective operation. Upon succe

a company is issued a cerlitwmgistmngn body ;-cln-csg_lﬂg‘;‘_

. Semiarpnual surveillance audits ensure continued compliance (0 the stan

s el \'I‘
ssiul registtatt

A
by the .mdzh 0
fand.

i

t
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o demonstrate that
further mtormati

the ISO €001:2000 Standard
The following outline defines the basic

| elements of the 1SO ©001:2000 standard,
V_fx;;-.s‘vc‘ information on the standard cqn be
'\{\ from the International Organization for
"1,.:4,:3.'10” (www.iso.ch) and other Internet
T eg. WWw.praxiom.com).

s he elements of @ quality management system,
‘;ra: implement, and improve the system,
:-\;;1'0 policy that emphasizes the importance of the
fysem.
“xument the quality system.
Describe the process.
aauce on operational manual,
Develop methods for controlling (updating) documents.
fsblsh methods for record keeping.

$epot quality control and assurance.

Fomake the importance of quality among all stakeholders.

Focus on customer satisfaction.
e

ll:‘lllh‘.lh'.l hy 156y 9

\'-\h‘m. COnty

Alon an,

AChon CONtro| ¢y

YO 90)())
[Uiremen.
SC Policiee

vang Pro
mon 1so 9001

.‘“' )”' Soe I

a4n

ad Y000 ~Pl!|hr'

Soplcs such as manage

SIRN Control, do ument and
WO gy

I 1y Ve
' el i {
I"]”\ | control mnspection and

| QUality records. internal (quality
StUeal e, Imu|t|t“~ ‘

I ordey lor a
1000, ILMust e,

st nNoted (and

Oltware organl

\blish policies and proce

others) and then be able

are being followed 1f you desire
L IMutos), or [Doh04)

SR _ﬁ._&_-»___‘m\

plan that addresses objectives,

and authority,

alion mechanisms among stakeholders,
chanisms for the quality management

iy s

Antog,

Define g quu|i|y
responsibilities,
Define communic
Establish review me
system,

Identify review methods and feedback mechanisms.
Define follow-up procedures,
Identify quality resources including personnel, training,
and infrastructure elements.
Establish control mechanisms,
For planning
For customer requirements

For technical activities (e.g., analysis, design, testing)
For project monitoring and management

Define methods for remediation,
Assess quality data and metrics,

Define approach for continuous process and quality
improvement,

J

N

The SQA Plan provides a road map for instituting software quality as_suram:t'::. Developed
by the SQA group (or by the software team if an SQA group-does not exist), tt.ua plan
Scrves as a template for SQA activities thaL are instituted for each software project.

A standard for SQA plans has been published by the IEEE [IEE93]. The standard
recommends a structure that identifies: (1) the purpose and ecope of the plan. (2) a
description of all software P“g‘!‘-cez‘iﬂgwﬁ‘g".mOdels' dcc)lcu;nentz
S(;FL;EETCode) that fall within the purview of SQA, (3) all applicable standards an

: : - . : S, QAClons and tasks
Practices that are applied during the software process, (45
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configuration management (Chapter 227 |
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and ][*-PHI]“]]‘I“Ilt"* relative 1o |)I1‘N||Il | Illhll [y

Software Quality Management

Objective: The objective of SQA tools is 1o
assist a project feam in assessing and
improving the quality of software work product.

Mech

anies: Tools mechanics vary. In general, the inten!
is 1o assess the quality of a specific work product. Nole:
A wide array of software testing tools (see Chapters 17

through 20) are often included within the SQA tools
category.

Representative Tools:5

ARM, developed by NASA (satc.gsfc.nasa.gov/

tools/index.html), provides measures that can be
\_

AXINRR

ity and thelr placement thraugl,, th
ULTRRLESY ¥ |

hat '“l'l“”' SOA BCHons Ay fiy) . i iy

Y
"3

1

.
' 16) g,
gocedares () methi. [y §
M ULTY
related records, ind () Ofgan e iy,
. .”r'j“-l[f.

document.
QPR l“ff)f»ff'-'-(;“irf’f' and fu'nrm,mrl, f!rrn:lr

J;,('fj }
Soltware (www.qpronline.com) P esvie

" ' ' e,
for Six Sigma and other quality MO Ggarrgny

Oy
"!'. H
approachaes,»
Ouah'fy Tools and Templates, (JfJVH[Q[)(:rI [,/ i5i Siogme
(wwwi.isixsigma.com/tt/), describes o i
of useful 1ools and methods for quality me
NASA Qudlity Resources, duvr:fopr:d by the
Space Flight Center (sw-qssurnnce,g
.gov/index.php) provides
checklists, and tools for SQA.

ey, |
Negerme,
G"deqn-j
sfe.nasq

usehyl form;, ternplote, |

IQ,Q SUMMARY

e n )

Software quality assurance is a software en
at each step in the software process. SQA
application of methods and tools, oversig

neering process should be collected, e
helps to improve the quality of the prod

5 Tools noted here do riot
- In most cases, too] nam

fe€present an endor:
€s are trademarked b

——y

gineering umbrella activity that s applie
cncompasses procedures for the effectiye
ht of quality control activities such as tech-

valuated, and disseminated. Statistical SQ*

: We o - hisc ategoﬂt
Sement, but rather a sampling of tools in
Y their respectiye developers.

J
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ngoftware process improvement” was Wide

Wil

evalvation ....795
installation/

migration ..... 794
justificotion ...793
maturity
models ....... 789
people CMM . . .801
return on

investment . . ..804
risk
management ..795

o sfore the phrase . 1y e
KrEy 5 ong before e ; . ’ , Useq
- oNCEPTS ' I worked wilth major corporations in an attempt to improve thg B,
AL TS gl - “tices. As a consequence of m te of
assessment . ..791 o = (heir software engineering practices. - ing Happen [P A e’(pefienff:s
MMl 797 | wrote a book entitled Making Software EI?ngC’[GI ing Happen [Presa). pn v, -,

....... _ i - .r
critical success ace of that book | made the following comit

....... 796 . |
f:crcrs' : For the past ten years | have had the oppo! tunity to help a number of large COMpanje
education an 2 ) . : ’ i e .
troining 793 implement soflware engineering practices. The job is difficult and rarel, goes 3

smoothly as one might like—but when it succeeds, the resulls are profound. Software

projects are more likely to be completed on time. Communication between g con-
stituencies involved in software development is improved. The level of confusion anq
chaos that is often prevalent for large software projects is reduced substantially. The
number of errors encountered by the customer drops substantially. The credibility of the
software organization increases. And management has one less problem to worry aboy;

But all is not sweetness and light. Many companies attempt to implement software
engineering practice and give up in frustration. Others do it half-way and never see
the benefits noted above. Still others do it in a heavy-handed fashion that results in
open rebellion among technical staff and managers and subsequent loss of morale.

:‘ What is it? Software process im-
< ' provement encompasses a set of
activities that will lead fo @ better soft-
ware process and, as a conse-

quence, higher-quality software delivered in a

more timely manner.

Who does it? The people who champion SPI come
from three groups: technical managers, software
engineers, and individuals who have quality
assurance responsibility.

Why is it important? Some software organiza-
tions have little more than an ad hoc software
process. As they work to improve their software
engineering practices, they must address weak-
nesses in their existing process and try to

_improve their approach to software work.
at are the steps? The approach to SPI is itera-

-

~tive and confinuous, but it can be viewed in five

786

steps: (1) assessment of the current software
process, (2) education and training of practition-
ers and managers, (3) selection and jusfification
of process elements, software engineering meth-
ods, and tools, (4) implementation of the P
plan, and (5) evaluation and tuning based on the
results of the plan.

What is the work product? Although there are
many intermediate SPI work products, the en
result is an improved software process thot leads
to higher-quality software.

How do | ensure that I've done it right?
software your organization produces V!
delivered with fewer defects, rework ot eo:
stage of the software process will be reduced, "

on-lime delivery will become much more 1K€/

ht? The

s
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\ AO 1.1 Approaches to SPI
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answer (which
nay surpri
ise
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Vidual practices that have helped to improve

' anzs:](j;t:::irlil‘(a‘ir work is spectacular, but in the mairi,
e nCCdnc)\fvs‘ whether it will end hadly or '.j,'f‘||
_ s software process improvement? rhe
Wa.re e”gineering happen Ca)r;(:]m 18 both. Those that have succeeded in making sof!
to Improve their approach to SOtﬂbecome complacent. They must work continually
begin theirjoumey down the roZd\::;,Z ?gineering. And those that struggle must
rd Improvement.

cach project is

o —

The term software ;
I .

elements O{Z:Tt;&?wm (SPI) implies many things. First, it implies that

-— cliective software process can be defined in an effective manner,

= PN ‘
be

—_—

-

assess_ed against those elements; and third, that a meaningful strategy for improve:
ment can be defined The SPI strategy transforms th;existing approach Lo software
development into something that is more focused, more ﬁp_@_@tibﬁl_aﬂ.@‘ reli-
able (in terms of the quality of the product produced and the timeliness of delivery).
Because SPI is not free, Whe effortand time
that is required to implement aanay for itself in some measura-
ble way. To do this, the results of improved process and practice must lead to a

" that cost time and money. It must reduce the num-
work due to

reduction in software “problems
defects that are delivered to end users, reduce the amount of re
ed with software maintenance and

t costs that occur when software is

ber of
quality problems, reduce the costs associal

support (Chapter 29), and reduce the indirec

delivered late.

zation can choose a relatively informal approach to SPI, the vast

ber of SPI frameworks. An wﬁnes (1)a
nt if an effective software process is 10 be

Although an organi
majority choose oneé of a num

set of characteristics that must be prese vare pro
achieved, (2) a method for 55sessing whelher ose characteristics are present, (3) a

i s-of-any-a ment,
mechanism for summarlzrﬁg the Testit y §5€5S and (4) a strategy” for
isti software organization in implementing those process characteristics that
assisting a soltwd:

have been found to b€ weak or missing.
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Frount 30.1
Elements of an
SPI framework.
Source: Adapted from

[RowlZ]

lelentifies capabilities,

J‘fr‘n"w‘:r‘ﬂ changes to
( g
strer ”’lH, 'Irﬂ'] H’Vj!tnn_-)“,-!-. af

Idantifies maturity of

Svaggests improvement
opproach for

Leads to Leads to

Capability

determination

Improvement
strategy

Is a foundation for

An SPI framework assesses the “maturity” of an organization’s software process
and provides a qualitative indication of a maturity level. In fact, the term “maturity
model” (Section 30.1.2) is often applied. In essence, the SPI framework encompasses
a maturity model that in turn incorporates a set of process quality indicators that pro-
vide an overall measure of the process quality that will lead to product quality.

Figure 30.1 provides an overview of a typical SPI framework. The key elements of
the framework and their relationship to one another are shown.

You should note that there is no universal SPI framework. In fact, the SPI frame-
work that is chosen by an organization reflects the constituency that is championing

the SPI effort. Conradi [Con96] defines six different SPI support constituencies:

Pl effori?
Quality certifiers. Process improvement efforts championed by this group

focus on the following relationship:
Quality(Process) = Quality(Product)

Their approach is to emphasize assessment methods and to examine a well-
defined set of characteristics that allow them to determine whether the
process exhibits quality. They are most likely to adopt a process framework |
such as the CMM, SPICE, TickIT, or Bootstrap.'

Formalists. This group wants to understand (and when possible, optimize)

process workflow. To accomplish. this, they use process modeling languages

1 Each of these SPI frameworks is discussed later in this chapter.

!..4
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analyzeq for im d other Proc tool laSS1Sted approach to SPI that
pr racteristics in 4 manner that can be

‘ ' CY uses
; qu'allty- and prog
Metrics, pyt With Jit

4 pragmatic approach, “emphasizing
Uct management, applying project-
tle formal process modeling or enact-

Reformerg

+ The goal of thi
lead to 3 better sq ﬂWaref;z}:(l)Sc 8TOUp is organizationa change that might
(Section 30.5) ang emph ©55. They tend to focus more on human issues
Ideologists, Th;s

asize
Measures of human capability and structure.
group

for a specific application gz:sfes on the Sl_litability of a particular process model

cal software process models - O_r 0r8§mzat1onal structure. Rather than typi-

greater interest in (e.g., iterative models), ideologists would have a
Process that would, say, support reuse or reengineering.

;\lf Ii)r::lfsp)lr:amework,ls applied, Fhe Sponsoring constituency (regardless of its over-
- ust establish mechanisms to: (1) support technology transition, (2) deter-

mine the degree to which an organization is ready to absorb process changes that

are proposed, and (3) measure the degree to which changes have been adopted.

-30.1.2 Maturity Models

A maturity model is applied within the context of an SPI framework. The intent of the
maturity model is to provide an overall indication of the “process maturity” exhibited
by a software organization. That is, an indication of the quality of the software

oner’s understand and apply the process, and
ing practice. This is accomplished using some

Engineering Institute’s Capability Maturity Model
maturity [Sch96]:
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hen them pro-actively. Project teams analyze
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process 1or 1'(“?(?";””‘{ soltware

1 evel 2, Repeatable  Basic proje t management processes are established to track |
e

. - and functionality. Planning and managing new products js based on
scheduld )

cost
experience with similar projects

Level 1, Initial--Few processes are defined, and success depends mare on individ
ual heroic efforts than on following a process and using a synergistic team effort
The CMM maturity scale goes no further, but experience indicates that many organ-
i>ations exhibit levels of “process immaturity” [Sch96] that undermine any ratic al
attempt at improving software engineering practices. Schorsch [Sch06] suggests

four levels of immaturity that are often encountered in the real world of software

development organizations:
Level 0, Negligent—Failure Lo allow successful development process to succeed. All prob-

9 “How do you
lems are perceived to be technical problems. Managerial and quality assurance activities

® recognize on

organizetion thet are deemed to be overhead and superfluous to the task of soltware development process
wil D P Reliance on silver pellets.
efforts?

Level -1, Obstructive—Counterproductive processes are imposed. Processes are rigidly
defined and adherence to the form is stressed. Ritualistic ceremonies abound. Collective
management precludes assigning responsibility. Status quo tiber alles.

Level -2, Contemptuous—Disregard for good software engineering institutionalized.
Complete schism between software development activities and software process
improvement activities. Complete lack of a training program.

Level -3, Undermining—Total neglect of own charter, conscious discrediting of peer
organization’s software process improvement efforts. Rewarding failure and poor

performance.

Schorsch’s immaturity levels are toxic for any software organization. If you
encounter any one of them, attempts at SPI are doomed to failure.

The overriding question is whether maturity scales, such as the one proposed as part
of the CMM, provide any real benefit. I think that they do. A maturity scale provides an
easily understood snapshot of process quality that can be used by practitioners and
managers as a benchmark from which improvement strategies can be planned.

30.1.3 Is SPI for Everyone?

For many years, SPI was viewed as a “corporate” activity—a euphemism for some-
thing that only large companies perform. But today, a significant percentage of
&nw CE’ all software development is being performed by companies that employ fewer than
o poces 100 people. Can a sméll company 1T11t1atc SPI activities and do it successtully? 1
skl o SPl e There are substantial cultural differences between large software dcvel'opn.lc
organizations and small ones. It should come as no surprise that small organizations

nt

rels like overkil for i -
wr orgonization, it are more informal, apply fewer standard practices, and tend to be self-organizing.
obably is. .~ They also tend to pride themselves on the “creativity” of individual members of the

]
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' 1S reason bl rclore, regardiess of the size of the software
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TRy lcverage 3 'Mplementeq only after
nical benefits (e.g., fewer ¢
Mmaintenance COsts,

motivation for SPI.

dollars. In €Ssence, y “tO-market) and translating them into
for SPI costs.

_ The Software Engineering Institute has developed IDEAL—"an organizational
Improvement model that serves as a roadmap for initiating, planning, and imple-
menting improvement actions” [SEIO8]. IDEAL is representative of many process
models for SPI, defining five distinct activities—initiating, diagnosing, establishing,
acting, and learning—that guide an organization through SPI activities.

In this book, I present a somewhat different road map for SPI, based on the
process model for SPI originally proposed in [Pre88]. It applies a commonsense phi-
losophy that requires an organization to (1) look in the mirror, (2) then get smarter
so it can make intelligent choices, (3) select the process model (and related technol-
ogy elements) that best meets its needs, (4) instantiate the model into its operating
environment and its culture, and (5) evaluate what has been done. These five activ-
ities (discussed in the subsections? that follow) are applied in an iterative (cyclical)
manner in an effort to foster continuous process improvement.

v/ 30.2.1 Assessment and Gap Analysis
; our current software process without first assessing the
Al SRR k activities and associated software engineering prac-
ailicaryn currc_nt fram.EWO;'n a long journey to a new location with no idea where
tices would be like startlng‘d depart with great flourish, wander around trying to get
you are starting fr Omci IYc)Ot: of enI:?rgy and endure large doses of frustration, and likely,
your bearings, expen
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®  generic
attributes do you
lock for during
assessment?”

FART FIVE  ADVAT

1 anvway Stated simply, before you begin 4.,

jeely where you are
ssment. allows you to get your |\.~-Jr|no,:

decide you really didn 't want to trave
journey. iUs a goad dea to know pre

: ) v called assa
The first road map activity, cal | -
both strengths and weaknesses in the way

at of acseesment |s ver
The intent of assessment is to unee ;
. veq and the software enoine.
sour organization applies the existing sollware process an tl e engineer.
. ‘ \ RS

ing practices that populate the process, :

} _ . HONRS | tasks that will lead to 3 hio

Assessment examines a wide range of actions anei s 2 high-
ss 0l the process model that is chosen, the sof.

quality process. Forexample, regardle ,
: isms such as: defined approaches

ware organization must establish generic mechan . |
ostablished methods for representing user require.

ments: defining a project management iramework that includes scoping, estimation,
scheduling, and project tracking; risk analysis methods; chan‘gc management proce-
dures: quality assurance and control activities including reviews; and many others
ontext of the framework and umbrella activities
ssessed to determine whether each of

for customet communication;

Each is considered within the ¢
(Chapter 2) that have been established and is a
the following questions has been addressed:

o 1s the objective of the action clearly defined?
» Are work products required as input and produced as output identified and
a|

described?
o Are the work tasks to be performed clearly described?
o Are the people who must perform the action identitied by role?
« Have entry and exit criteria been established?
e Have metrics for the action been established?
e Are tools available to support the action?
e Is there an explicit training program that addresses the action?

e Is the action performed unitormly for all projects?

~Although the questions noted imply a ves or no answer, the role of assessment is

to look behind the answer to determine whether the action in question is being
performed in a manner that would conform to best practice.

As the process assessment is conducted, you (or those who have been hired to
perform the assessment) should also focus on the following attributes:
Consistency. Are important activities, actions, and tasks applied consistently

across all software projects and by all software teams?

Sophistication. Are management and technical actions performed with a level
of sophistication that implies a thorough understanding of best practice?

Acceptance. 1s the soltware process and software engineering practice widely
accepted by management and technical staff?

Commitment. Has management committed the resources required to achieve
consistency, sophistication, and acceptance?
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30.2.2 s Ul Improveme
U 4.4 Iprovement,
Gnd 1‘x‘c:lning
SONware )
process or soljq ¢

do not know

People qiipes:
Ofware LL[L- question (e benefit of an
“NBincer; o
€nough aboyt ;itl cring Praclices, Many practitioners and managers
tions of procec - 1€ Subjecr
Of process and Practice lead 1o in —

agile, organized software

S @ consequence, inaccurate percep-
dppropriale decisions when an SPI framework

Generic Conce

: ts an - G
ﬁpch@* R P d methods, Directed toward both managers
o it ‘st to provide profe
ining mrgefed ‘ d
i o Y and to make rational decisions about improve-
i iﬂ:ef;infd MEnts to the process.
ol . .
Specific technology and tools,
this category stresses technologies
use. For €Xample, if UML has been

training curriculum for software en

Directed primarily toward practitioners,
and tools that have been adopted for local
chosen for analysis and design modeling, a
gineering using UML would be established.
Business communication and quality-related topics. Directed toward
all stakeholders, this category focuses on “soft” topics that help enable better
communication among stakeholders and foster a greater quality focus.

In a modern context, education and training can be delivered in a variety of dif-
ferent ways. Everything from podcasts, to Internet-based training (e.g., [QAI08]), to
DVDs, to classroom courses can be offered as part of an SPI strategy.

&chsﬁ --30.2.3 Selection and Justification

g ivi tion has beg
)00 moke your Once the initial assessment actlvxtf has been completed and eduf:a on ha beolun, a
s, be sy software organization should begin to make choices. These choices occur during a
st te cltyre of selection and justification activity in which process characteristics and specific software
M gz : to populate the software process.
?;‘ejevegf of i engineering methods and tools are chosen to pop p
ot ceptonce ) u should choose the process model (Chapters 2 and 3) that best fits your
" o i HISGY0 ders, and the software that you build. You should decide
e organization, its stakeholders,

i < 't be one of them!
. ; ine this book, you won - | |
3 Ifyou've spent time reatdi; agn ongoing activity. It is conducted periodically in an effort to determine
4 In actuality, assessnt‘egny has achieved its immediate goals and to set the stage for future improvement.
whether the SPI stral€
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which ofthe set of framewaork activities will be applied, the mijor wor Producs gy,
will be produced, and the quality assurance checkpoints that will e O gy,
10 assess progress Af the S assessment activity indicates Peclic wealp,. "

(€8 noformal SOA functions), vou should focus attention on Process chargey, ’.: '
Hes that will address these weaknesses dire tly |

Next develop a work breakdown for each framework HVitY (e.0., med, Hrig,
defining the task set that would be applied tor a typleal project Yo shouge ., on
sider the software enginecring methods that can be applied 1o achieye ..., Lask
As choices are made, education and tralning should be coordinated 1o epeyy,. *iu,-j:-
understanding is reinforced.

ldeally, everyone works together Lo select various process and lechnaley,
elements and moves smoothly toward the installation or migration ;. vity (5,
tion 30.2.4). In reality, selection can be a rocky road, It is often difficult 1, aChieye
consensus among different constituencies. If the criteria for sclection are catablished
by commiittee, people may argue endlessly aboul whether the criteriz are appropy
ate and whether a chojce truly meets the criteria that have been established.

Itis true that a bad choice can do more harm than good, but “paralysis by analysis
means that little if any progress occurs and process problems remain. As long as i
process characteristic or technology element has a good chance at meeting an
organization’s needs, it's sometimes better Lo pull the trigger and make 2 chaice,
rather than waiting for the optimal solution.

Once a choice is made, time and money must be expended to instantiate it
within an organization, and these resource expenditures should be justified. A
discussion of cost justification and return on investment for SPI is presented in

Section 30.7.

/30.2.4 Installation,/Migration

Installation is the first point at which a software organization feels the effects of
changes implemented as a consequence of the SPI road map. In some cases, an
entirely new process is recommended for an organization. Framework activities,
software engineering actions, and individual work tasks must be defined and
installed as part of a new software engineering culture. Such changes represent a
substantial organizational and technological transition and must be managed
very carefully.

In other cases, changes associated with Sp are relatively minor, representing
small, but meaningful modifications to an existing process model. Such changes are
often referred to as process migration. Today, many software organizations have a
“process” in place. The problem is that it doesn't work in an effective manner. There-
fore, an incremental migration from one process (that doesn't work as well as
desired) to another process is a more effective strategy.

Installation and migration are actually software process redesign (SPR) activities.
Scacchi [Sca00] states that “SPR is concerned with identification, application, and
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over a period of time.

Although it js listed g
throughout spy. The ey

been instantiateg and adopted. the de

S the last activit

Y in the SPI road map, evaluation OCCUrS
aluation activity

assesses the degree to which changes have
software qualit , 8T€€ to which such changes result in better

quality or other tangible process benefits, and the overall status of the
process and the Organizationg] Culture as SP] activities proceed.

Both qualitatiye factors ang quantitative metrics are considered during the eval-
uation activity. From qualitative point of View, past management and practitioner
attitudes about the Software process can be compared to attitudes polled after in-
stallation of process Changes. Quantitative metrics (Chapter 25) are collected from
projects that have yseq the transitional or “to e process and compared with sim-

ected for projects that were conducted under the “as is”
process.

_-30.2.6 Risk Management for SPI

s SPlis a risky undertaking. In fact, more than half of all SPI efforts end in failure. The
&ﬂ. reasons for failure vary greatly and are organizationally specific. Among the most
POINT common risks are: a lack of management support, cultural resistance by technical
Piden il b’“‘m”SIe staff, a poorly planned SPI strategy, an overly formal approach to SPI, selection of an
WS were not properly

wsteed ond inappropriate process, a lack of buy-in by key stakeholders,-an inadequate budget, a
:.;.:;n;'eiwu;]ﬂ:smg lack of staff training, organizational instability, and a myriad of other factors. The
e role of those chartered with the responsibility for SPI is to analyze likely risks and
develop an internal strategy for mitigating tk?em. s
A software organization should manage risk at three key points in the S?l process
[Sta97b): prior to the initiation of the S.Pl r‘oad map, during the. execution of .SPI
activities (assessment, education, selection, installation), and dt-m.ng the evaluation
activity that follows the instantiation of some process c_haractenstlc. In general, the
: ies [Sta97b] can be identified for SPI risk factors: budget and cost,
s CategO'l’ . bles, culture, maintenance of SPI deliverables mission and
SR and.del.wer&ll ma;v.agement, organizational stability, process stakeholders,
Beals) ?rg? nrlzs;logzve]opmem SPI development environment, Sp| developmem
0 j 1
Islcrl;:::s?spl project management, and SP1 staff.
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3 or
ational culture has a strong bearing on risk. The Iul[,,‘..m
Winho

example, the organiz
generic risk factors® can be detined tor the culture category |-‘l.|-|,'!1i

\ttitude toward « hange, based on prior etforts to change

.
* Experience with quality programs, level of success

e Action onentation for solving problems versus political struggles

e Use ol facts to manage the organization and business

e Patience with ¢ hange; ability to spend time socializing

e TOOIS orientation-- expectation that tools can solve the problems

* Level of “planfulness”— ability ot organization to plan

* Ability of organization members to participate with various levels of

organization openly at meetings
Ability of organization members to manage meetings effectively

Level of experience in organization with defined processes
Xposure is computed in

L]

Using the risk factors and generic attributes as a guide, risk e
the !bl]owing manner:

EXposure = (risk probability) x (estimated loss)
A misk table (Chapter 28) can be developed to isolate those risks that warrant further

management attention.

30.2.7 Critical Success Factors
In Section 30.2.6, I noted that SPlis a risky endeavor and that the failure rate for com-
panies that try to improve their process is distressingly high. Organizational risks,
people risks, and project management risks present challenges for those who lead
any SPI effort. Although risk management is important, it's equally important to
recognize those critical factors that lead to success.

Alter examining 56 software organizations and their SPI efforts, Stelzer and Mellis
[Ste99] identify a set of critical success factors (CSFs) that must be present if SPI is to

succeed. The top five CSFs are presented in this section.

Management commitment and support. Like most activities that precipi-
tate organizational and cultural change, SPI will succeed only if management

What critical
is actively involved. Senior business managers should recognize the impor-

success

s are crucial ) ‘

iccessful tance of software to their company and be active sponsors of the SPI effort.
Technical managers should be heavily involved in the development of the local

SPI strategy. As the authors of the study note: “Software process improvement
is not feasible without investing time, money, and effort” [Ste99]. Management

commitment and support are essential to sustain that investment.

5 Risk factors for each of the risk categories noted in this section can be found in [Sta97b].

_--‘
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noted earlier i Sl.>1 strategy. There is no cookie-cutter SPI strategy. AS |

i in this chapler, the SPI road map must be adapted to the local
ent—team culture, product mix, and local strengths and weak-

nesses must all be considered. |

-Solld management of the SPI project. SPI is a project like any other It
involves coordination, scheduling, parallel tasks, deliverables, adaptation
(when risks become realities), politics, budget control, and much more.
‘;N.ilthout active and effective management, an SPI project is doomed to
ailure.

v ;
The original CMM was developed and

(WebRef |
(e fomation tute throughout the 1990s as a complete SPI framework. Today, it has ev
the Capability Maturity Model Integration (CMMI) [CMMO7], a comprehensive process

upgraded by the Software Engineering Insti-
olved into

e (A con be
m‘”d“'_ meta-model that is predicated on a set of system and software engineering capabil-
Ir/‘;m;u ities that should be present as organizations reach different levels of process capa-

bility and maturity.
The CMMI represents 2
“continuous” model and (2) as @

model describes @ process in tWO dimensions
process area (e.g., project planning Or requirements management) is formally

assessed against specific goals and practices and is rated according to the follow-

ing capability Jevels:

]COIHPJ’C’IC’—-the p ‘
either not performed or does not achieve
pability for the proc

the CMMI for level | ca
f the speciflc goals

Level 1: Pelf <atisfied. Work task

by the CcMMI) have been
work products-_are being conducted.

in two different ways: (1) as a

process meta-model
|. The continuous CMMI meta-

nstaged” mode
as illustrated in Figure 30.2. Each

rocess area (€.8. requirements management) is
all goals and objectives defined by
ess area.

of the process area (as defined
s required to produce defined
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Process area
Level 2: Managed—all capability level 1 criteria have been saltisfied, In addi-
tion, all work associated with the process area conforms to an organizationally
defined policy; all people doing the work have access Lo adequate resources
ﬁowcrs to get the job done; stakeholders are actively involved in the process area as
27y oraonization required; all work tasks and work products are “monitored, controlled, and
wid strive fo reviewed; and are evaluated for adherence to the process description” [CMM07),
gz; ef;nrem ! Level 3: Defined—all capability level 2 criteria have been achieved. In addi-
il 01’.’81’6’5 B . . . . ’ -
lementing every tion, the process is “tailored from the organization’s set of standard
¢t of the model processes according to the organization’s tailoring guidelines, and con-
be overtil in your tributes work products, measures, and other process-improvement informa-
o, tion to the organizational process assets” [CMMO7].

Level 4: Quantitatively managed—all capability level 3 criteria have been
achieved. In addition, the process area is controlled and improved using

measurement and quantitative assessment. “Quantitative objectives for qual-
ity and process performance are established and used as criteria in managing

the process” [CMMO07].
Level 5: Optimized—all capability level 4 criteria have been achieved. In

addition, the process area is adapted and optimized using quantitative
(statistical) means to meet changing customer needs and to continually
improve the efficacy of the process area under consideration.

The CMMI defines each process area in terms of “specific goals” and the “specific
practices” required to achieve these goals. Specific goals establish the characteristics
that must exist if the activities implied by a process area are to be effective. Specific
practices refine a goal into a set of process-related activities..
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ablj

o 1sh the Budget ang Schedule
2-1 Identify Project Risks

SP 2.3-1 Plan for Data Management

SP 2.4-1 Plan for Project Resourcés

SP 2.5-

I Plan for Needed Knowledge and skilis
SP 2.6-1 Plan Stakeholder Involvement
SP 2.7-1 Establish the Project Plan

SG 3 Obtain Commitment to the Plan

SP 3.1-1 Review Plans That Affect the Project
SP 3.2-1 Reconcile Work and Resource Levels

SP 3.3-1 Obtain Plan Commitment

In addition to specific goals and practices, the CMMI also defines a set of five
generic goals and related practices for each process area. Each of the five generic
goals corresponds to one of the five capability levels. Hence, to achieve a particular
capability level, the generic goal for that level and the generic practices that corre-
spond to that goal must be achieved. To illustrate, the generic goals (GG) and prac-
tices (GP) for the project planning process area are [CMMO7]:

GG 1 Achieve Specific Goals
GP 1.1 Perform Base Practices

GG 2 Institutionalize a Managed Process
GP 2.1 Establish an Organizational Policy
GP 2.2 Plan the Process
GP 2.3 Provide Resources
GP 2.4 Assign Responsibility
GP 2.5 Train people

ect management” include: project monitoring and control,
d project management for IPPD, risk management,
gement, and quantitative project management.

as defined for "p{oj
t management, integrate

integrated supplier mana

6 Other process arc
supplier agreemern
integrated teaming,
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GP 2.6 Manage Configurations

GP 2.7 Identify and Involve Relevant Stakeholders

GP 2.8 Monitor and Control the Process

GP 2.9 Objectively Evaluate Adherence

GP 2,10 Review Status with Higher-Level Management
GG 3 Institutionalize a Defined Process

GP 3.1 Establish a Defined Process

GP 3.2 Collect Improvement Information
GG 4 Institutionalize a Quantitatively Managed Process
GP 4.1 Establish Quantitative Objectives for the Process

GP 4.2 Stabilize Subprocess Performance

GG 5 Institutionalize an Optimizing Process
GP 5.1 Ensure Continuous Process Improvement
GP 5.2 Correct Root Causes of Problems
The staged CMMI model defines the same process areas, goals, and practices as
the continuous model. The primary difference is that the staged model defines five
maturity levels, rather than five capability levels. To achieve a maturity level, the spe-

cific goals and practices associated with a set of process areas must be achieved. The
relationship between maturity levels and process areas is shown in Figure 30.3.

The CMMI—Should We or Shouldn’t We?

The CMM! is a process meta-model. It defines  people over many months or years. It may be that

(in 700+ pages) the process characteristics the CMMI is “just right” in such situations, if the

that should exist if an organization wants to establish a organizational culture is amenable to standard process
software process that is complete. The question that has models and management is committed to making it a
been debated for well over a decade is: “Is the CMMI success. However, in other situations, the CMMI may
overkill2” Like most things in life (and in software), the simply be too much for an organization to successfully
answer is not a simple “yes” or “no.” assimilate. Does this mean that the CMM!I is “bad” or

The spirit of the CMMI should always be adopted. “overly bureaucratic” or “old fashioned2” No . . . it
At the risk of oversimplification, it argues that software does not. It simply means that what is right for one
development must be taken seriously—it must be planned organizational culture may not be right for another.
thoroughly, it must be controlled uniformly, it must be The CMM! is a significant achievement in software

tracked accurately, and it must be conducted professionally. engineering. It provides a comprehensive discussion of the
It must focus on the needs of project stakeholders, the skills  activities and actions that should be present when an

of the software engineers, and the quality of the end organization builds computer software. Even if a software
product. No one would argue with these ideas. organization chooses not to adopt its details, every

The detailed requirements of the CMMI should be software team should embrace its spirit and gain insight
seriously considered if an organization builds large from its discussion of sofiware engineering process and

Qmplex systems that involve dozens or hundreds of practice. _ ‘—J
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The People CMM complements any SPI framework by encouraging an organiza-
tion to nurture and improve its most important asset—its people. As important, it
establishes a workforce atmosphere that enables a software organization to “attract,
develop, and retain outstanding talent” [CMMO08].

: S s

Although the SEI's CMM and CMMI are the most widely applied SPI frameworks, a

number of alternatives’ have been proposed and are in use. Among the most widely
used of these alternatives are:

. S?lCE-—an international initiative to support 1S0's process assessment and
life cycle process standards [SP199]

o ISO/IEC 15504 for (Software) Process Assessment [ISO08]
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A briet overview of each of these SPI frameworks is presented in the parag
follow. i .\"““ have further interest, a wide array of print and Web based resource
available for each.
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SPICE. The SPICE (Software Process Improvement and Capability dE(CT™
model provides an SPI assessment framework that is compliant with 15O | 5504:
_ and 1SO 12207. The SPICE document suite [SDS08] presents a complete spi fr
qmeworks work including a model for process management, guidelines for conducting
g migh! assessment and rating the process under consideration, construction, selection, and

ker? o i ;
use of assessment instruments and tools, and training for assessors.
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Bootstrap. The Bootstrap SPI framework “has been developed to ensure confor-

mance with the emerging 1SO standard for software process assessment and im-
provement (SPICE) and to align the methodology with ISO 12207" [Boo06]. The
objective of Bootstrap is to evaluate a software pro'cess using a set of software engi-
neering best practices as a basis for assessment. Like the CMMI, Bootstrap provides
a process maturity level using the results of questionnaires that gather information
about the “as is” software process and software projects. SP1 guidelines are based on

maturity level and organizational goals.
psp and TSP. Although SPI is generally characterized as an organizational

activity, there is no reason why process improvement cannot be conducted at an
individual or team level. Both PSP and TSP (Chapter 2) emphasize the need to con-

E Y tinuously collect data about the work that is being performed and to use that data
\:fUOte: to develop strategies for improvement. Watts Humphrey [Hum97], the developer of
Whvare both methods, comments:
Wmizgf
*f:'t:':llﬂmm have The PSP [and TSP] will show you how to plan and track your work and how to consis-
Siliany tently produce high quality software. Using PSP [and TSP] will give you the data that show

ﬂwming; in the effectiveness of your work and identify your strengths and weaknesses. . .. To have

.uhil'nym a successful and rewarding carcer, you need to know your skills and abilities, strive to
:Pﬁulile on the improve them, and capitalize on your unique talents in the work you do.

Qained S
d ensures compliance with ISO 9001:2000 ror

h“'f‘fﬂmpleled TickIT. The Ticket auditing metho
e, Software—a generic standard that applies to any organization that wants to improve

oy the overall quality of the products, systems, Or services that it provides. Therefore
the standard is directly applicable to software organizations and companies. '
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H - - = . " . o e
'i‘::/ i50-9001 Process (including both framework and umbrella activitjes).

“Check” monitoys and
blished for quality map.
initiates software process improvement activi-
e the process. Ticklt can be used throughout
cycle to ensure that Spi progress is being made. Tick[T auditors
assess the application of the cycle as a precursor to 1SO 9001:2000 certifi
a detailed discussion of I1SO 9001:2000 a
[Tri05], or [Sch03].

measures the process to ensyre that all requirements esta
agement have been achieved. “Act”

lies that continually work to improv
“plan-do-check-act”

Cation, Fqr
nd TickIT you should examine (Antog)

——30.6 SPI RETURN oN INVESTMENT

SPI is hard work and requires substantial investm
Managers who approve the budget and resources fo
question: “"How do I know that we'll achieve a reas
we're spending?”

At a qualitative level, proponents of SPI argue that an improved softw
will lead to improved software quality. They contend that improved process will
result in the implementation of better quality filters (resulting in fewer propagated
defects), better control of change (resulting in less project chaos), and less technical
rework (resulting in lower cost and better time-to-market). But can these qualitative

benefits be translated into quantitative results? The classic return on investment
(ROI) equation is:

ent of dollars and people.
r SPI will invariably ask the
onable return for the money

are process

ROI = l(bcn@f’[s) - E(COS{S) % 100%
2(costs) :

where

' . . H Y Jr
benefits include the cost savings associated with higher product quallny ert;at
defects), less rework, reduced effort associated with changes, and the income
accrues from shorter time-to-market,
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'any companies haye attempted to improve their soft-

racti : i
chein B ng lechncI)Jlo ces b}’_ applymg an SPI framework to effect organizational
S 8Y transition. As I noteq carlier in this chapter, over half fail in

::;]:;d;;\:;r éiizg[?{rjil;;sr of success or failure, all spend significant amounts of
> €ports that a typical application of an SPI framework such
as the SEI CMM can Cost between $25,000 and $70 000 er person and take years to
complete! It should come gz NO surprj i ize
rprise that the future of SPI should emphasize a
less costly and time»consuming approach.

To be effective in the twenty-first century world of software development, future
SPI frameworks must become significantly more agile. Rather than an organizational
focus (which can take years to complete successfully), contemporary SPI efforts
should focus on the project level, working to improve a team process in weeks, not
months or years. To achieve meaningful results (even at the project level) in a short
time frame, complex framework models may give way to simpler models. Rather
than dozens of key practices and hundreds of supplementary practices, an agile SPI
framework should emphasize only a few pivotal practices (e.g., analogous to the
framework activities discussed throughout this book).

Any attempt at SPI demands a knowledgeable workforce, but education and train-
ing expenses can be expensive and should be minimized (and streamlined). Rather
than classroom courses (expensive and time consuming), future SPI efforts should
rely on Web-based training that is targeted at pivotal’practices. Rather than far-
reaching attempts to change organizational culture (wﬂh all of the political perils
that ensue), cultural change should occur as it does in the real world, one small
group at a time until a tipping point is rcached: . : A

The SPI work of the past two decades has sugnlﬁcan'l m'erlt. The trameworks and
models that have been developed represent subst.anllal intellectual asse‘ts ll?r the
software engineering community. But h.ke all thm%s'trebe_a.ssfts g:lde t'tllu-re
attempts at SPI not by becoming a recurring dogma, but by serving as the basis for

better, simpler, and more agile SPI models.
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